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AHHOTauun

BospacTatowasa ponb MHPMOPMALMOHHBLIX TEXHOMOMMNIA CTaBUT Nnepes COBPEMEHHbLIM rOCYAapCTBOM HOBbIe
BbI30BbIl, K KOTOPbIM OTHOCATCS MOMbITKA MHOCTPaHHbLIX areHTOB BECTU KMBEepLUNMOHaXK NPOTUB rocy4apCTBEHHbIX
CTPYKTYP, KOMNaHWMN W TPpaXpaH, a Takke CTpemreHue npoTMBOOOPCTBYIOLLEN CTOPOHbI NMOAOPBATb BAaXXHYHO
NHOPMALIMOHHYI0 MHAPACTPYKTYPY. AKTyanbHOCTb AAHHOM Tembl 0OycroBneHa Bo3pacTatoLwen aKTUBHOCTbIO
Kutaiickon HapogHow Pecnybnuku B MUPOBOM WMH(OPMALMOHHOM MPOCTPAHCTBE, a Takke [AeNCTBUAMM
KATaMCKMX rOCYOapCTBEHHbIX Cryx0 no obecnedyeHnto BHYTPeHHeW WHOpMaLMoHHON 6e3onacHoCTU U
opraHmsaumm knbepatak Ha MHpOpMaLUNOHHYIO MHAPACTPYKTYPY.

Llenb gaHHOM cTaTbu - gaTb OUEHKY nposBogmmoro Kutaem kypca no obecneyeHuto MHGPOPMaLMOHHOWN
Ge3onacHoCTW, a TaKKe BbIBUTb TEHOEHUMM B BOCMPUSATUMM Yrpo3 HauuoHanbHon 6esonacHocTM B
WHpopMaUnoHHON cdepe Yy MNpeacTaBuTEnen KUTaucKoW nonuTuyeckon anutbl. B cBA3M € aTum,
paccmMaTpuBalOTCa CTPYKTYpbl B rocygapcTBEHHOM annaparte Kutas, kypupylowme gaHHyro obnactb. HecmoTps
Ha 3ameTHble [OEeWUCTBUA MpeacTaBuUTENEen «NATOro  nokoneHusi»  pykooautenen KHP B acnekte
knbepbesonacHOCTM, B rocygapCTBEHHOM CTPYKType He ccopmMupoBaHa efauHas opraHusauusl, KoTopas
oTBevana 6bl 3a BbipabaTbiBaeMbIN NMONMTUYECKUIA KYpC B MHAOpMauuoHHon cdepe. Kpome LleHTpanbHoro
BOEHHOro coBeTa 3TUM 3aHuMatoTcss KommyHuctudeckas naptms Kutaa n Foccoset KHP. Npu aTom cTpykTypa
OTAenoB, oTBevarLwmx 3a kubepbesonacHOCTb, B ABYX MOCNEOHUX OpraHax KOMupyeT COOTBETCTBYHLLYH
CTPYKTYPY B BOOPYXXEHHBIX CUINax CTPaHbl.
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Ocoboe mecTo B 0b6ecneyeHnn kmbepnpocTpaHcTtBa KHP otBoauTcs LleHTpanbHoW Beayllen rpynne no
knbepbesonacHocTn 1 nHdopmatmdaumm. K OCHOBHBIM acnekTam 3alimTbl OT MHPOPMALMOHHBIX U COLMarbHbIX
yrpo3 otHocatca: "3onotonm wut", Kmbep-koadpuumeHT 6naroHageXxHoOCTU U rocygapCTBEHHbIA WHTEPHET-
TponnuHr. B nccnegosaHmm paccmaTpmuBaeTcsl He TONbKO NONMUTUYECKUIA acnekT BOMPOCa, HO U ero TeXHU4YecKas
YacTb.

KnioueBble cnoBa: Kutawn, nidopmaunoHHble TEXHONOMMN, MHOPMaLMOHHas 6e3onacHoCcTb, «300ToNn
WnT», Kmbep-koapdurumeHT OnaroHageXHOCTH, CouManbHbIN KPeaUT, WUHTEPHET-TPOSUHT, OEeCTPYKTUBHbIN
KOHTEHT.

|. BBEAEHUE

mobanbHOoe  ceTeBoe  NpoOTMBOGOPCTBO  OOYCNOBMNIO  HEOOXOAMMOCTb  BCECTOPOHHEro U
CcMCTEMATMYECKOro UCCrneaoBaHus WMHOPMALMOHHOMO npoctpaHcTBa. OpHako, Hapsay C YWMCTO HayyHbIM
WMHTEepPeCcoM, BO3HMKINA HEO6XOAUMOCTb B €r0 rocygapCcTBEHHOM perynuposaHun. Hanbonee 6naronpuatHas ons
3TOro coumanbHas noyesa crioxunack B Kutae, rge yganocb nonyuntb BeCbMa Brneyatnswlme pesynbTathbl
KOHTPOMs Haj HaceneHneM 4epes mMacwTabHy punbTpauunio KOHTEHTa, OLueHKY 6naroHagexHoCcTu rpaxaaH u
Aaxe TponnuHr. OnbiT Kntas no obecneyeHunto uHdopMaunoHHon 6e3onacHOCTW, npexae Bcero cnocobbl
3alWMTbl CO3HAHMA HaceneHus OT 4ECTPYKTMBHOMO KOHTEHTa, KOTOpble BO MHOIOM MOTYT MpeAcTaBnAaTb UHTEpec
ansa Poccun.

Ona Kvutas peanusauusi nogxogoB no obecneyeHuto COXPaHHOCTM COOCTBEHHBLIX LMAPOBLIX AAHHbIX
MMeeT [Ba BaXHbIX HanpaBneHWs: BO-MepBbIX, Heobxoanmo obecneunTb coumanbHyl CTabunbHOCTb W
KOHTPOSb Haj BHYTPWUrocygapCTBEHHbIMWU MpoLeccammn, BO-BTOPbIX - BECTU MPOMBbILIMEHHbIA N 9KOHOMUYECKUIA
LUMMOHaX MPOTMB MHOCTPAHHBLIX KOMMNaHWA 1 NpeanpuaTMi. VIMeHHo noatomy ans lNeknHa ykasaHHas obnactb
ABNSETCA NPUOPUTETHON.

Il. METOAOJIOIMMNA

Ha ocHoBe 3akoHogaTenbHOW 6asbl, OduUUManbHbIX MPaBUTENbCTBEHHbIX OOKYMEHTOB, Takmx Kak
OOKTPUHBI U cTpaTernu, cneumanbHbIX NporpaMMm pasBUTUS, MatepuarnoB U3 npeccbl U peyven npepacepartens
Kutanckon HapogHon Pecnybnuvkm Cu LisuHbnunHa paccmaTpuBaeTcs aBonwoums nonutukn Kutas B obnactu
MHbopMaLMoHHON 6e30nacHOCTH.

Cdbepa knbepbesonacHoCcTM nonana B Nnone 3peHnss KUTancKnx Briacten Bo BTopor nonosuHe 1990-x rr.
OfHUM 13 CTMMYMOB pasBUTUS 3aKoHO4ATENbCTBa B 3TON obnacTtu nocnyxuno cosgaxHue B 1999 rogy cnucremsl
3MNEKTPOHHOro  rocygapctBeHHoro ynpaeneHuss (Government Online Project, GOP) wn nosiBneHue
HeobXxoOMMOCTM afeKBaTHOrO MpaBoOBOro perynupoBaHus. Tak, B 2000 rogy 6biny NpuHATBI pykoBOoAdALLME
NpUYHUMNbI ANA CUCTEMbI 3NEKTPOHHOro rocyaapcteeHHoro ynpaeneHusi (Guidelines of National Electronic
Government Construction, NEGC).

B HopmaTtuBHO-npaBoBOM acnekte obecneyeHus nHdopmaumoHHon BesonacHocTn KHP Heobxognmo
OTMETWUTb CcriegylolimMe OOKYMEHTbI, KoTopble sBnsATcs KnoyeBbiMu. B 2000 r. BcekuTanckum cobpaHvem
HapodHbIX npeacTaBuTener Obina npeanpuHATa MOMbiITKa ONpegenvTb  KnaccuuKauuio  BO3MOXKHbIX
npaBoHapyLUEHU B MHCpOpMaLUMOHHOW cdpepe. B Tom e rogy 6bino onyonukoeaHo «lMoctaHoBneHne BCHI no
3alWmuTe UWHTEpPHEeT-MPOCTPaHCTBa», rae BblAensanucb Te obracTu, B KOTOPbIX MOryT OCYLLECTBASATHCA
HapyLLeHus: akoHOMUYeckasl, obpasoBaTtenbHas, cdoepa nogaepaHus obLLEeCcTBEHHON CTabUNbHOCTU 1 3aLUUTbI
rpaxpaH. BosHWK npeuefeHT, Korga rocyfapcTBO MOMbITanocb co3faTb  Knaccudukaumio  BeposATHbIX
MHAOPMaLIMOHHBIX Yrpo3 1 BrocneacTsun paspaboTtatb Mepbl No obecneyeHnto 6€30nacHOCTM B 3TOW cdepe.
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B 2003 r. KaHuenspua LUK KIK onybnukoBana  «[lloctaHoBneHWe  rocygapcTBEHHOM
MHOPMATM3NPOBAHHON pyKoBOAAWEN rpynnbl no pabote B obnactu ykpenneuvss WHPOPMAaLMOHHON
Be3onacHocTu». TeKCT JOKYMEHTa 3akpennsieT 3a OTBETCTBEHHbIMY NuuamMuM Heo6XxoauMOCTb nNpeanpuHuMaTh
Wwarn nNo YKpenneHuo 3almuTbl BaXHOW W CTpaTerndeckor WHMPaCTPyKTypbl, MPOBEOEHUID MOHUTOPUHra
WHTEPHET-NPOCTPaHCTBA Ha Hanuyne BO3MOXHbIX yrpo3 ang KHP, paspaboTke mep And npuBneveHus
KBanMULUUPOBaHHbIX CneunanncTtoB B o6nactm uHgopmaumoHHoM 6e30macHOCTM, 3alumMTe TeXHUYECKOro
obopynoBaHus, cogepxallero B cebe cekpeTHyto uHgopmaumo. B 2006 r. 6eina npuHaTa «lfocygapcTBeHHas
cTpaTerns no passuTunio nHopmatmsauumn Ha nepuog ¢ 2006 no 2020 r.». B gaHHOM JOKyMeHTe onpegenseTtca
Ba)XHOCTb BHMMaHWs K 06r1acT MHOPMaLUNOHHBIX TEXHONOMUn. B YacTHOCTW, npeanonaraeTca Ha HaYanbHOM
aTane cosgaTb COOTBETCTBYIOLLME CTPYKTYPbl AN PErynmpoBaHns 4eATenbHOCTM B MHAOPMALMOHHON cdepe,
TeM cambIM, dernas warv no YKpenneHuo CUCTEMbI MO 0becnevyeHmnto TEXHONOrMYECKon U MHPOPMaLIMOHHOM
6e3onacHocTu. NpegycMaTpmBanoch yCTaHOBIIEHVE HaMNpPaBNeHN pasBuTua MHopMaTusaummn, onpeaensoTcs
6a3oBble BEKTOPbI rOCY4apCTBEHHOW MOMUTUKM B 9TOW obnactu. Takke cTpaTerns npuaepXxvBaeTcs yCTaHOBKM
COYeTaHWss BOEHHOW W rpakgaHCKOW npoaykuuu, npegnonaraetcs cosgaHve CcobCTBEHHOro nporpammHoro
obecneyeHus. WHocTpaHHble IT-komnaHum u nporpammHoe obecneveHne (MO) AOMKHBI NPOXOAUTL
obsA3aTenbHylo cepTMdUKaumio Yy rocygapCTBEHHbIX Cryx0 Ona (YHKUMOHMPOBaHMA Ha Tepputopun Kutas.
«FocypapctBeHHass cTpaTermss no obecnedeHnio 6e3omacHOCTM  UMHAOPMALIMOHHOIO  MPOCTPaHCTBa»
paccmaTpuBaeT cdepbl, B KOTOPbIX MOTYT BO3HUKHYTb Yrpo3bl 6e30macHOCTU: rocyfapCTBEHHOE ynpaBneHuve,
9KOHOMWYECKYIO, KYNMbTYPHYIO, MPOW3BOACTBEHHYK M couumanbHylo cdepbl. B KadecTBe OCHOBHbLIX MPUHATHI
KOHUEMUMN «aKTUBHOW OOOPOHbLI» U «CMMMETPUYHOrO OTBETa Ha BO3HMKalOLWMe BbI30BbI». [leknapupytoTcs
NPUHLUMMBLI MUPaA, OTKPLITOCTU, 6€30MacHOCTN U coTpyaHMYecTBa. B 3To Bpems HaunHaloT NpoABUraTbCsl UAEU
«3[0pOBOr0 MH(OPMALMOHHOrO 0O6LLlecTBa», «pas3BUTUS WHTEPHET-KyNbTypbl B KuTae», «crTpouTenbctBa
MHbOpMaUMOHHON NfoWaaku Ansg coumnanuama C Kutamckon cneuudmkorn». Takum obpasoM, KuTarckoe
NONUTUYECKOE PYKOBOACTBO CTapaeTcs 3asBUTb O €4MHONIMYHOM ynpaBneHMn co6CTBEHHBIM MHOPMaLNOHHBLIM
NPOCTPaHCTBOM. [MpM3bIB K MMPOTBOPYECKUM MPUHLMMNAM TECHO NepecekaeTCsa ¢ BHELUHENONMUTUYECKUM KYPCOM
KHP - HeBmewartenbCTBOM B gena Apyrux rocygapcrB. Tem cambiM MOXeT obecneuvBatbCs nepcrnekTnsa
MUPHOTO Pa3BUTYSI.

B 2011 rogy nonoxeHuss o knbepbes3onacHOCTM ObiNM BHECEHbl B HaLMOHAINbHOE YronoBHOE
3akoHogartensctBo KHP, a B 2013 rogy — B 3aKoH 0 3alumTte npaB 1 MHTEPECOB NoTpebuTenen.

27 pekabps 2015 r. 6bin npuHAT AHTUTeppopucTudeckmin 3akoH KHP. MNpegnonaranocb npouseBoguTb
OelmndpoBKY WHTepHeT-TpadmKka, MUCMonb3oBaTb aAMUHUCTPATUBHbIE MEpPbl MO WU3BATUIO Y MHOCTPAaHHbLIX
KOMMaHW1 1 npegnpuaTuii MHpopmauum npu NOAO3PEHUN Ha €€ UCMNONb30BaHNE ANst TEPPOPUCTUYECKUX HYXA.
Takke npegycMatpuBanocb BBeOEHWE LEeH3ypbl [  HOBOCTHOW  OEATEeNbHOCTUM Ha  Tepputopuu
KOHTMHeHTanbHoro Kutad. MHbiMM crnoBamu, Tenepb MHOCTPAHHbIE CPeACTBA MAaCCOBbIX KOMMYHMKALUN He
nmeloT npasa nybnukoBaTb MHoOpMauuo B ceTn 6e3 npeaBapuTENbHOrO COrfnacoBaHWs C OTBETCTBEHHbIMU
NpeAcTaBUTENAMU rOCYOapCTBEHHbIX CNYX0, NybrMkyeMas Ha MHOCTPaHHbIX U KUTANCKMX HOBOCTHbIX pecypcax
nHdOpMauma He AOIMKHa MPOTUBOPEYNTb OoduumManbHOW no3vuuu rocygapctBeHHbix CMUW — B yacTHOCTM
UHdopmaLmoHHoMy areHTcTBY «CuHbxya». B 3akoHe nponucaHbl OeWCTBUS rocyaapCTBEHHbLIX OpraHoB Mo
KOHTPOMIO Hag coAepXumbiM  WHTepHeT-Tpaduka. CosgaoTca  ycnoBuss Ans  MNOMAHOMO  KOHTPOrs
WHPOpPMaLUMOHHOrO npocTpaHcTBa cunamu LleHTpanbHoro BoeHHOro coBeta B CBA3WM C peanusauumen
npenycMoTpeHHbIX B 3akoHe Mep. BcekuTarickum cobpaHvemM HapoaHbIxX npeacTtasuTeneit 7 Hosiopsa 2016 r. Bbin
npuHaT 3akoH KHP o knbepbesonacHoctv. OH cTan npeuefeHTOM B KUTAWCKOM 3aKoHOOAaTEnbCTBE: B
COOTBETCTBMU C HMM odmumnaneHbii MeknH umeeT npaBoO Ha 3akoHOOATENbHOM YPOBHE KOHTPONMpOBaTb
cobbITuA, npoucxogdwime B kutamckom cermeHte MHTepHeta. Tenepb nyGnukyembll KOHTEHT gorpkeH Oyaet
XpaHUTbCca Ha TeppuTopum Kntas He mMeHee LwecTn mecsueB. OTO KacaeTcd couuarnbHbiX CEeTen, BUAEeOo- U
nMcbMeHHOro 6Grora. B 3akoHe o4yeHb 6GomnbliOe BHMMaHWe yAenseTcs CcucTteme ugeHTudurkaumm
nonb3oBaTenen: ansg perucTpauun u nNnpoBedeHns kakmx-nmbo onepaumn B cetn NHTepHeT ByaeT HeobxoamMmo
yKka3aTb pearbHble AaHHble nonb3oBaTtenen. Ecnu paHblie nogobHas MpakTMka uMmena MecTo Ha OTAerbHbIX
TEXHOMOrM4yecknx NpeanpuaTusax, To TeNepb OHa pacnpocTpaHunachk Ha BCIO TepPPUTOPUIO CTpaHbl. B cBsaA3n ¢
aKTMBM3aLMEN 3aLUNTHBIX Mep BBOAATCS OrpaHnyeHust B 06racTu npefocTaBreHNss MHTEPHET-YCNYT: KOHTPOIb
WHTEPHET-NPUMNOXEHUIN, KOHTPOMb Had NpoBeAeHUeM BUPTyanbHbIX CAENOK B TOProBO-3KOHOMUYECKOW cdepe,
KOHTpPONb  Hag  MHAOPMAaLMOHHO-BeLLaTEeNbHBIMU  yCyramu.
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B pervoHanbHbIX HapOAHbLIX MNpPaBUTENbCTBaX YTBEPXKOAKTCA nvua, OTBevallMe 3a MpoBedeHue
mMeponpusTuin no obecneveHnto 6esonacHocTu. [MpyM BO3HMKHOBEHMU Yrpo3 6e30nmacHOCTM CTpaHbl 3aKOH
paspellaet NpUMeHeHWe permoHanbHbIMKM BAACTAMU Mep NO OrpaHMYEHUI0 OOCTyNa K BEOEHUI0 MEepPenunuckn B
MHTepHeTe, a Takke OrpaHMyYeHuto WHTepHeT-Tpaduka. B cnyyae BbISIBNEHWUS HapyLUEeHWA 3aKOHOM
paspelwlaetca 6rokMpoBka canTa, OT3blB JIMUEH3UM U WHbIX paspeLlalolmx OOKYMEHTOB Ha npoBedeHue
onpeaenéHHon aesaTensHOCTH.

AHTuTEeppopuctudeckmn 3akoH KHP un 3akoH KHP no kubepbesonacHocTn npeactaBnsitoT cobow
pe3ynbTaTt NPOBOAUMOWN YXXEe HEeCKONbko Aecatunetui nonutukm Kntass no obecneyeHuto KOHTPOMs Haj
NHpopmMaunoHHbIM npoctpaHcTBoM. C 2004 r. Ha TeppuTopun Kutanckon HapogHowm Pecnybnuku peanusyeTcs
NpoekT «30Mn0Ton WuUT»: B ceTn NHTepHeT BnoknpyeTca HexenaTenbHbI ANs NONUTUYECKON BNACTU KOHTEHT.
OpHako cTpemuTenbHoe pas3BUTME TEXHOMOMMA CTaBUT MNo4 COMHeHMe 3EEKTUBHOCTb AaHHbLIX YCUMUN.
HecmoTps Ha MoOMNbITKM UeHTpanbHOW Bractu GrnokvpoBaTb VPN-cepBMCbl M MHOE chneuvanu3npoBaHHOe
nporpamMmHoe obecneyeHve pansa obxoda 3anpeléHHbIX WHTEPHET-PecypcoB, BO3MOXHOCTb AocTyna K
NPOTUBOMNPaBHOMY KOHTEHTY COXPaHSeTCsl, @ 3Ha4MT, COXPaHSIETCA BEPOATHOCTb MHOCTPAHHOIO BIMSAHMSA Ha
npoueccobl BHyTpM KHP. lNpu nocteneHHOM 3ameaneHun TEMMNOB pOCTa KUTANCKOM 3KOHOMMKM BO3pacTaeT
BEPOSITHOCTb BO3HWKHOBEHWS IPaXKOAHCKMX BOMTHEHWA U KOHQIIMKTOB C rocyaapCTBEHHOW BnacTblo. [loaTomy,
cornacHo 3akoHy no kubepbesonacHoctn KHP, rocygapcTBeHHble CTPYKTYpbl Ha pasHbiX YPOBHSIX BMacTtu
nonyyatT obwupHble NonHoMouns B obnactn KoHTpons Hag VHTepHeTom. [MaBHbIMW MaesaMmn no-npexHemy
OCTaloTCH CO3[aHnNe «300pOBOV MHAPOPMaLMOHHON cpedbl» 1 obecnevyeHne ycnoBuin NpoBeAeHUs «coumannsma
C kuTavickon cneuudukon». Takum oBpasom, ecnu paHblle OCHOBHOE BHWMaHue yAensnocb onpeaeneHvto
CTEeNeHn n xapakTepa BeposTHbIX Yrpo3 (co3gaBanacb MOAENb 3aKkpbiTOr0 MHTepHeTa), TO C NPUXOAOM K
ynpaBreHnto CTPaHOM «MNSATOro nokoneHmsa» pykosogutenen KHP Bo rmase ¢ Cu Lis3nHbnMHOM nepBoHavansHas
MoZenb cTana n3aMeHaTbCs 1 npuobpena npeacraBMTeNbHYO yHKUMIO ANs AencTBytoLwen Bnactu. Kpome Toro,
Kutain ctapaetca BNusiTb Ha MUPOBYK MHAOPMALMOHHYKO CETb, MOCTEMNEHHO BKIHOYASCb B €€ 3KOHOMMYECKUE
npoueccbl. B 2015 r. N'occoer KHP onybnukoBan «VHCTpyKUMIO MO NPOABWMXEHMIO MpoekTa ,MIHTepHeT+».
CormacHo 3TOMYy [OKYMEHTY, B WHAYCTpUarnbHOM cekTope OyayT BHeApATbCA COBPEMEHHbIE U MepenoBble
TEeXHOMorMu, npeanonaraeTca NpMMEHEHWe BO3MOXHOCTeN VHTepHeTa B MpOM3BOACTBE, CTUMYNUPOBaHWE U
yCUneHne MHHOBALMOHHOIO PasBUTUS, paclUMpeHne COTPYOHUYECTBA KUTAMCKUX M UMHOCTPAaHHbLIX KOMNaHWn B
obrnactm MHMOPMAaLMOHHOIO B3aumogencTsusa. B pamkax npoekta nnaHupyetca Kk 2025 r. nposecTtu
KOMMbIOTEpU3aLmio Bcex nmeromxcsa Ha tepputopun KHP npegnpustun.

1. OBCYXXAEHWUE

Mpobnematuke obecneyeHus HaumoHanbHoW Ge3onacHocTu B kubepnpocTpaHcTBe KHP nocsieHbl
paboTbl amepukaHckux uccnegosatenen [bkoHa JlvuHacaw, Oanunana BeHntpe. B Tpydax AaHHbIX aBTOpOB
npeanpuHaTa nonblTka AaTb TeopeTudyeckoe 06OCHOBaHWE (MYHKLMOHMPOBAHUSA roCcy4apCTBEHHOro annapara
Kutarickon HapogHown Pecny6nuku B MHpOpMauMOHHOM MpoCTpaHCTBe. Takke cnegyeT ckasaTb O MOMbITKax
MaH YsHA 1 BaHb YuHb Jluma npocneguTb Bo3MOXHOCTU coTpyaHudectBa KHP n CLUA B knbepnpocTpaHcTBe.
Cpeom kutamckux mccrnegoBaHun Heobxogumo BblaenuTb pabotel PaH BuHe CuHa n BaH lNyidaHa, koTopble
npuaepXxunBaoTcs ouLmanbHon no3uumnm npaesutensctea Kutarickon HapogHoi Pecnybnuku. Takke Kutanckme
aBTOPbl NPOBOAAT CPABHUTENbHLIN aHann3 noaxodoB k obecrnedeHuto MHpopMauuoHHon 6esonacHocTn KHP un
CUWA, penas 6Gonblion ynop Ha pacCMOTPEHWE amepuKaHCKOW cucTembl GeszonacHoctu. B Poccum gaHHas
TemaTvka npefcTaBneHa TakMmu aBTopamu, kak I'. Ubparumosa, . KOpuenko, K. AHTunos, A. BynasuH, H.
KowypHukoBa, B MCCNegoBaHMAX KOTOPbIX Aaétcsa obliasi xapakTepuctuka CUCTeMbl MHAOPMaLMOHHON
6e3onacHocTn Kutas.

MepBoHayanbHO TepMUH «MHPOPMaLMOHHAa ©e30nacHOCTbY  Mcronb3oBanca Ans  00o3HaYeHus
npobrem, NopoxaaembIX KOMMbIOTEPHbIMM ceTsMu. BrnocrnegctBum oH npuobpen 6Gonee LWMPOKUIA CMBbICH.
3anagHbin Nogxon CBOOUT BOMPOCHI MHPOPMALMOHHOM 6e30MacHOCTU K TEXHUYECKMM NpobnemamM KOHTPOMS u
cobnoaeHnst 3aKOHHOCTY B TENNEKOMMYHMKALMOHHOM cdhepe.
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Wccneposatenu u pgunnomatbl Poccum u cTpaH A3uy NpuaepXuBalTCs paclUMPEHHOro noaxona,
pasgenss MHpopmaLunoHHyto 6e3onacHOCTb B COOTBETCTBUM C BUAAMMW Yrpo3 HA MHDOPMALIMOHHO-TEXHUYECKYHO
(knbepbesonacHOCTb) U MHPOPMALIMOHHO-COLMATbHYHO.

[o Hayana 1990-x rr. B HalLeln cTpaHe NPaKTUYECKM He CYLLLeCTBOBANO SICHOW rocygapCTBEHHOW No3numm
no npobneme obecneyeHns MHPOPMALNOHHOM 6e30nacHOCTM, YTO, COOCTBEHHO, U MPUBENO K MOPaXKEHMIO B
XonogHon BoWHe. Tonbko B ceHTabpe 2000 roga [MpesvgeHtom PO  6bina noanucaHa [OKTpuHa
nHpopmaumoHHon GesonacHocTn Poccun. B oTtnuume ot nopxoga, obosHaueHHoro CLUA, B poccuickon
[okTpuHe Ha nepBoe MecTo cTaBuTca obecneyeHne MHEGOOPMALMOHHON 6e30MacHOCTM MHAMBUAYASbHOrO,
rpynnoBoro 1 obLLecTBEHHOrO CO3HaHMs.

B mwupoBom akcnepTHOM coobuiecTBe HeT eduHcTBa M B Bornpoce 06 onpegeneHun TepMuyHa
«MHDOPMaLMOHHas BOWHa», MNOA4 KOTOPbIM B LENOM MOHMMAaeTCs cTpaTermyeckoe npoTuBobopcTBO B
MH(OPMALIMOHHOM NpocTpaHcTBe B hopMe WHOPMaLMOHHO-pa3BeabiBaTeNbHOW, 3MEKTPOHHOMW, XaKepCKOW,
KnbepHeTU4eCcKkon, S3KOHOMMNYECKOW 1 NCUXONOrMYECKON BOMHDI.

Kak otmeuaet C.H. puHsieB, nepBoHa4anbHO TEPMUH «MH(OpPMaUMOHHas BoMHa» mMcnosb3oBan Tomac
PoHa B oT4yeTe, NnoAroToBrieHHbIM UM B 1976 rogy ons komnaHum Boeing, n Ha3BaHHbIN «CUCTEMBI OPYXUS U
nHOopMaLMoHHas BonMHa». T. PoHa ykasan, 4to mHdopmaumoHHas MHpacTpyKTypa CTaHOBWUTCS KIHOYEBbIM
KOMMOHEHTOM aMepUKaHCKOW 3KOHOMUKWU. B TO ke camoe Bpemsl, OHa CTaHOBUTCHA M YA3BMMOW LIENbIO Kak B
BOEHHOE, TaK U B MMpHOE BpeMsi. B cBsI3M C NosiBNEHMEM HOBbIX 3a4ay MOCMe OKOHYaHUS «XONOAHOW BOWHbI»
TEPMUH «MHAOPMALMOHHAs BOWHa» Obin BBeAeH B AOKyMeHTbl MuHuctepctBa obopoHbl CLIA. OH ctan
aKTUBHO YNOMMHATBLCHA B Npecce nocne nposeAeHuss onepauun «bypsa B nycteiHe» B 1991 rogy, roe HoBble
WH(POPMALIMOHHbIE TEXHOMOrMM BnepBble ObiNM MCMONb30BaHbl Kak CPeAcTBO BedeHus O0eBbiX OENCTBUMN.
OdmumanbHo Xe 3TOT TEpMUH BMEpPBble BBEAEH B ANPEKTUBE MuUHUCTPa o6opoHbl CLUA DODD 3600 ot 21
aekabps 1992 roga.

AMepuKaHCKMe 3KCMepPTbl BbIAENAIOT ABa TUNa CTpaTtermyecknx UHGOPMaUMOHHBIX BOMH — MNEPBOro U
BTOPOro nokonexus. BoriHa nepBoro nokoneHus (KMGepBonHa) NOHMMAETCS Kak KOMMIIEKCHOE BO34ENCTBUE Ha
CUCTEMY FOCYyAapCTBEHHOIO U BOEHHOIO yrNpaBlieHUs NPOTUMBHMKA C OOHOBPEMEHHBIM ODecnevyeHneM 3awuThbl
COOGCTBEHHOW  MHM(OPMALUNOHHON MHAPACTPYKTYpbl. VIHCTPYMEHTOM BedeHUMs TakoW BOWHbI  SIBNSETCS
knbepopykme —  COBOKynHocTb Hoenwmx WKT u  cpefctB, KoTopble  MO3BOMSAT  MOMYYUTb
HEeCaHKLMOHUPOBAHHbIA AOCTYN K MHOpMauun U LeneHanpaBneHHO ee BUAOU3MEHATb. VHdopmaunoHHas
BOMHa BTOPOro MOKOJIEHMS - 3TO MaHWUMNYNMPOBaHNE OOLLECTBEHHLIM CO3HaHMEM U AecTabunmsaunsi OTHOLLEHWI
MeXay MOMUTUYECKMMU [OBWXKEHUSMM C  LENb  NPOBOKAUUKW; MNOAPbIB  MEXAYHAPOAHOro aBTopuTeTa
rocy4apcTBa-OMnoHEHTa; HaHeceHune yulepba ero XM3HEHHO BaXKHbIM WHTEpecam B pas3fnuyHbiX cdepax.
OCHOBHbIM €€ WHCTpyMEHTapueMm SBNAKTCHA HauWOHalbHble W TpaHCHaLMOHaNbHbIE CpeacTBa MacCOBOM
nHcpopmauumm, a Tarke rnobdaneHble MHPOPMALMOHHO-KOMMYHUKALNMOHHBbIE CeTU. C UX MOMOLLBI0 MOXHO BNUATH
Ha MMPOBO33pEHUE, NONMUTUYECKME B3rNsSAbl U LEHHOCTHbIE YCTAHOBKM OTAENbHOW NIMYHOCTM U obLiecTBa B
uenom

B aerycte 1995 roga HaumoHanbHbii UHcTuTyT OBopoHbl CLUA nybnukyet paboty MaptuHa Jlnbunku
«4T0 Takoe MHopMaUMOHHas BOMHA?», B KOTOPOW aBTop onpedenun cemb opM MH(pOPMaLMOHHOWN BOWHbI:
KOMaHOHO-ynpaBrieHYeckas, passebiBaTenbHas, NCUXONornyeckas, xakepckasi, 3KOHOMUYECKas!, dNEeKTPOHHas
W1, HaKoHeL, knbepBoWiHa.

KomaHgHO-ynpaBneHyeckasi - B COBPEMEHHOM 3HAYEHMM HaueNleHa Ha KaHanbl CBS3WM  Mexay
KOMaHOOBaHMeM 1 ucrnonHutenamu. lNepepesas "wet" (kaHamnbl CBA3W) HanagarwLwmin U30IIMPYET «rosfloBy» OT
«Tynoeua». YTBEPXKOAETCHA, YTO 3TO Nydlle, HEeXenu npocTo ybueatb «roroBy». Kctatu, UHTepHeT Obin
OCHOBaH, Kak ODOPOHHbIV BapyaHT 3TOM BOMHbI («paccpefoToHeHHas Lesi»).

PasBegoBaTenbHas BoWHa - COOp BaXKHOW B BOEHHOM OTHOLUEHUW WMHGOPMaumm (Kak HanageHue) u
3alunTa cobCTBEHHON.
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OneKkTpoHHasi BOWHA - HamnpaBneHa MpOTUB CPEACTB 3EKTPOHHbIX KOMMYHWKaUWA - pagmocBsasw,
pagapoB, KOMNbIOTEPHbIX ceTen. Ee BaxHbIM pasgen - kpuntorpadus. LLndposka-paclumpoBka aneKTpoHHOM
nHdopmaumm. Ncmxonornyeckas BoOWHa - mponaraHga, NpPoMbiBaHWE MO3roB, WMHGOPMaUMOoHHasi obpaboTka
HaceneHus. JIbukn genut ee Ha 4YeTbipe COCTaBMAOLWME - MOAPLIB IPaXKAAHCKOro Ayxa, Aemopanv3auus
BOOPYXEHHbIX CWUN, [e30pueHTauMsi KOMaHOOBaHWA W  HECKOMbKO HEOXuaaHHOe 3BEeHO B 3TON
nocnenoBaTenbHOCTU - BOMHA KyNbTyp.

Xakepckad BOWMHa - nopoXxgeHwe uHGOopMaunoHHOM 3pbl. lNMogpasymeBaeT OMBEPCUOHHbIE OENCTBUS
NPOTUB FPaXOAHCKMX OOBEKTOB MPOTUBHMKA W 3aLLMTY OT HUX (OENCTBUSA NPOTMB BOEHHbIX PacLEeHMBalTCS Kak
3NEeKTPOHHadA BOWHA - 34ecb knaccudukaums Jinbukn Beirnaaut pacnneisyato). OT xakepoB JInbukn oxunaaet
cnegylowmMx AOeWCTBUMW: TOTamnbHbIA MNapanuy ceten, nepebou CBA3WM, BBeAeHUE ChnydanHbiX OLWMOOK B
nepecbinKy AaHHbIX, XULLEHWEe UHopMaLnn, XueHne ycnyr (B CMbICIie HECaHKLNOHMPOBAHHbIX MOAKITHOYEHUI
K CeTsiM), TalHbIi MOHUTOPUHI CeTelN, HECAHKLIMOHUPOBAHHbIN AOCTYMN K 3aKPbITbIM AaHHbIM C Liefblo LaHTaxa.
Opyxue xakepoB no JIMGUKM - BUMPYCbl, «TPOSHCKME KOHW», «Jormdyeckme 6ombbi», CHudepbl («HIOXankm»,
«cnegunkny). JInbukm cumtaeT xakepoB cepbe3Hon yrposon ans CLUA, nockonbky Amepuka - Haubonee
«ceTeBasi» cTpaHa.

JInbukn otgenun kmbep-BOVHY OT «OBbIYHOrO» xakepcTBa. [MOCKOMNbKy TeppopuaM €CTb BOWHA NpOTUB
OTAENbHbIX N0AEN, TO MHOPMALMOHHBIA TEPPOPM3M O03HAYaET 3axBaT KOMMbIOTEPHbIX AAHHbIX, MO3BOMSIOLLMNX
BbICNeauTb uenb (nMnbo waHTaxmposaTb ee).

OTnuume cemaHTUYECKOM aTaku OT xakepcTsa JIMbukm BUOUT B TOM, 4YTO Xakep rpybo roBops 3actasnseT
cuctemy paboTtaTbh HenpaBunbHO. [pn cemMaHTMYECKOM aTake KOMMbIOTEpPHAa cucteMa paboTaeT COBEpLUEHHO
NpaBuibHO, HO peLLEeHWs, KOTopble OHa BblgaeT - HeBepHbl. CemMaHTMYeckas aTaka HanpaBfieHa Ha «opraHbl
YyBCTB» KOMMbIOTEPHOW CUCTEMbI, KOHTPONMPYIOLWEWN Kakonh-nnbo npouecc ¢ nomolbio gatunkoB. ObmaHyTb
3TW AaTYMKM Unu apyrve cpeacTsa BBOAA 3HAYUT BbIBECTU CUCTEMY U3 CTPOS, HE HAPYLLUMB B HEN HUYEro.

CumynsiumMoHHas BoWHa - 3aMeHa peanbHOro nonst 609 Ha ero KOMNbITEPHYIO Moaenb. Takum obpasom,
NeTYNKN He NMOOHMMAIOTCA B BO34yX, a «BOWWT» BO rian-cumynatopax, pykoBOAUTENW peLlatT BOMNPOCHI
mexay cobon B cTpaternmdeckon wurpe.. JInbukn BuanT B 3TOM MNpexne BCEro AEeMOHCTPaLMOHHbIA 3ddekT,
aHanorvyHbIN cxeaTke ABYX BOMHOB, NPeALlECTBOBaBLUEN APEBHUM OUTBaM.

MocnegHun nyHKT knaccudumkaumm Jnbukm - BoMHa nMmeHun Yunbsima 'mbcoHa (aBTopa HeripomaHcepa).
Mogpa3symeBaeT BONMOLLEHNEe onepaTopa B KnbepHeTuyeckoe CyLecTBo, obuTatoLee BHyTPU CUCTEMBI...

MpepenbHasa cTagns KMHGEPBOWHbLI, YHUYTOXAIOLWAs Camo MOHATUE MHAOBOWHbI, MyTEM PacnpoCTPaHEeHNs
ero Ha nbyo BOMHY (a Tarke Ha NboON OpPYror akT peanbHOro Mupa), NMOCKOSbKY Cama «pearibHOCTb» (Kak
KOMMNbIOTEPHas, Tak n unsmyeckas) MoxeT ObiTb NpeAacTaBneHa Kak UHPOPMaLMOHHbIN MOTOK.

3a nocnegHee gecatunetve Kutanickas HapogHasa Pecnybnvka ctana peanbHbIM U CamMbiM OMACHbIM
9KOHOMWYECKMM M reononutmyeckum koHkypeHTom CLUA, npeTeHaylowmM Ha MyMpoBoe rocnogcTtso. Moatomy
OOCTaTOYHO npeackasyemMo, HO CO 3HauuTenbHbiM ono3gaHveM, CLUA passasanu B oTHoweHun Kutas
NH(OPMALIMOHHYIO BOWMHY, paccunTbiBas 6€3 BOEHHOro BTOPXEHWS pasBanunTb NPOTMBHWMKA u3HyTpu. OgHako
TOTanbHbI MOHWUTOPUHI W YyMNpaBfeHWe puckamMmy WHPOPMALMOHHOIO MpOCTpaHCTBa, 3abnaroBpeMeHHO
BHEOPEHHbIE KUTAWCKUM MNpPaBUTENbCTBOM, BO MHOIMOM OXNagunu Haaexabl amepukaHues. Pasymeertcs,
ncrnonb3oBaHHble MNogHebecHOM B 3TOM OTHOLLEHUM TEXHOSOMMMN 3aCIy>KUBaKOT BCECTOPOHHETO U3YYEHUSI.

Takum obpaszom, pykoBoacTBo Knutasi, HECMOTPSA Ha CTOMb CTPEMUTENbHbIE COLMAnbHO-TEXHOMNOrMYeckue
N3MEHeHNs1, Nponcxoasiune B COBPEMEHHOM MUpe, HageeTCcsl COXpaHuUTb B pamkax [ogHebecHol ncropmyecku
CNOXUBLUYIOCA burnocodckyto napagurmy KoHdyumaHcTBa. KoHcepBauusi COOTBETCTBYIOLUMX €W YCTOeB U
TpPaaMuuiA, NO MHEHWIO KUTaWCKNX naeonoros, obecneunt ctabunbHOCTb 06LLEeCTBa U BbICOKME TEMIMbI Pa3BUTUS
akoHOMUKM. OpHako AN 3TOro HeobXoOAMMO WCKMYMTE 3PO3MI0 MMPOBO33PEHWUSI KWUTaWLEB CO CTOPOHbI
nMHdOpMaUMOHHOrO nNpocTpaHcTBa 3anaga. A 310 MOXeT ObiTb 06ecneveHO TOMbKO C MOMOLLBIO KECTKOW
n3onauMM OT 3anagHblx BOPOCOB, ANA Yero Cco3galTCss M BHEOPSATCA COOTBETCTBYHOLME TEXHOMOMMm
unbTpaUnn KOHTEHTA.
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WcTtopusi passutua u dunocodckasd napagurma «rMraHTCKoro MypaBerHuka» B Kutae Oorata
MacwTabHeIMM BOMowWweHnAMN. [1ocTaTOYHO BCMOMHWUTbL TakoW MpodykT, kak Benuvkas Kutawnckass cTeHa,
KOTopas BugHa [Jdaxe C KOCMWYEecKonm opbuTbl. [uMraHTOMaHusl, CBOWCTBEHHAs KuTaWuaMm, Hawmna CcBoe
BOMJIOWEHNE N B MHPOPMALMOHHOM MPOCTPaHCTBE B BMAe MpoekTa «3o0moTon wut». PakTnyeckn aT1o yxe
BTOpas Benukasi CTeHa, Bo3BeAeHHas B Kutae, TONbKO Tenepb OHa 3aluMLLaeT yXKe He OT OpL4 KOYEBHMKOB, a OT
HallecTBUSA 3anafHblX KOHTEHT-BpeAOHOCOB. [10aTOMy ee Mo npaBy MOXHO Ha3sbiBaTb Benukas Kwutarickas
MHpOpMaLMOHHas CTeHa, KOTopasl TakkKe Kak U nepBasi CTeHa, pellaeTt 3agadvy usonaumm, Ho He chmnsnyeckon, a
WMHOPMaLIMOHHON.

PeanbHbI npakTUyeckuin MHTEpec npeacTaBnsieT aHanu3 KUTaMCKOro npoekta «30M0TOM LWUT», Kak
npuMmep HauuoHanbHou UHTepHeT-punbTpaumun. C nomowsio Hero Bnactu KHP ocyliectsnsaoT KOHTponb 3a
CBOUM HacerneHuem n 3aluiLaloT cBoe MHAOPMALUOHHOE MPOCTPAHCTBO OT NMPOHWKHOBEHWUSI OECTPYKTUBHOIO
KOHTEHTa N3BHe.

Mpegnoceinkn ans cosgaHusa «Benukoro kutanmckoro cpampsona» Bo3HMKNM yxe B 1994 roay, korga B
KHP BnepBblie BBENM OTBETCTBEHHOCTb 3a MOCSAraTenbCTBa Ha KOMMbIOTEPHYO 6e30nacHoCTb, koTopasi Obina
ycTtaHoBneHa [octaHoBneHuem locygapcteeHHoro CoseTta Kutawnckon HapogHon Pecnybnuvkm ot 18 despans
1994 ropa «O komnbloTEPHOM BE30NACHOCTU MHPOPMALMOHHBIX CUCTEMY.

B 1998 roagy Havanacb paspabotka «3onotoro wwuta». B 2003 rogy oH Hadan ucnonb3oBaTbCs Ha
Tepputopum cTpaHbl n yxe k 2006 rogy oxsatun nodtn 100% WHTepHeT-npocTpaHcTBa Kutas, Ha ero
paspaboTtky ywno 800 munnuoHoB gonnapos. B 2000 rogy npoekT BrnepBble MOMAYy4Mn Orfacky BO BpeMs
ToproBovi BbicTaBkm B [lekuHe. [par YonmtoH wu3 MexgyHapogHOro ueHTpa MO npaBam 4eroBeka U
OeMOKpaTMyYecKoMy pasBuTUIO Ha BbicTaBke SecurityChina 2000, Ha koTopon cobpanuck 6onee 300 komnaHun
13 16 cTpaH mupa, onucan «30M0TOW LUUT» KaK MHCTPYMEHT, KOTOPbIN HamnpaBneH Ha BHeApeHWe nepenoBbixX
NHAOPMALIMOHHBIX N KOMMYHWUKALIMOHHBIX TEXHOMOMMI B LIeNsAX YKpenneHns KOHTPOnsA 3a HaceneHueM, a Takke
AN CHDKEHMS NPEeCTYNHOCTY 1 NpeaynpexXaeHns pasnunyHbIX NpecTynieHnin.

«3onoTon WnT» Ha NepBOM aTare cBOel paboTbl NpeACcTaBsy MHOrOYPOBHEBYIO cuctemMy 6a3 aaHHbIX. C
MOMOLLbIO Hee B TeYeHue MepBbIX NET JKcnnyaTauum npoekta OenapTameHT obiecTBeHHoW 6e3onacHocTu
ynopsgoumn uHdopmaumio o bonblwen vactn xutenen Kutasa. OgHa w3 nogcuctem «30M0TOro wmta» B
nocrneacTBum nonyuyuna HaseaHue «Benuvkuii dparipon». OHa oTBevyana M npoofkaeT oOTBevaTb 3a
unbTpaUno CETEBOIO KOHTEHTA B COOTBETCTBUM C 3aKOHOAATENTbCTBOM CTPaHbl.

Ha nepBbIn B3rngg MOXeT Mokas3aTbCs, YTO «30M0TOM LWMT» — 3TO MPOCTO TEXHOMOMMA Moucka u
GrOKMPOBKN HexernaTernbHbiX WHTepHeT-pecypcoB, HO Ha camMoM fefie 370 Ooree COBEPLUEHHBbIN UMbTP.
«30n0TON  WMT» UMMeeT TpW COCTaBMAOWME, Ha KOTOpbIX OH 0asupyeTc, — 3TO TEXHONOMM:
DeepPacketlnspection (DPI), Connectionprobe n Supportvectormachines (SVM).

DPI — TexHOMnorms HakonmeHus CTaTUCTUYECKMX AaHHbIX, MPOBEPKU U (PunbTpauumn ceTeBblX NakeToB Mo
nx cogepxumomy. KopeHHoe oTnnume OT yxe BCeM MpuBbIYHbIX hanpBorioB B ToM, yTo DPI aHanuaupyeT He
CTOMbKO 3arofioBKM MakeToB, CKOMNbKO 3apbiBAaeTCs B COOEpPXUMOEe TpaH3UTHOro Tpaduka Ha YpOBHSX Moaenwu
OSI co BTOporo u Bbiwe. Bcé 310 genaetcs B pexume pearibHOrO BPEMEHU U C TOYKU 3PEHUS BHELLHEro
HabngaTens HUKaKMX 3afepXek UM MaHunynaumm ¢ TpadukoM npakTudeckn He 3ameTHo. DPI notpebnser
O4YeHb MHOIO0 pecypcoB, Tak Kak BCE MHOrOYMCMEHHbIE onepauuy, Npou3BOAMMbIE WM  (Hampumep,
AedparMeHTaums MakeToB, WX pacnakoBKa, pacno3HaBaHWe TUMOB AaHHbIX W MPOTOKOMOB, CKaHWPOBaHMWE
COAEPXNMOro, MHOFOYUCIIEHHbIE 3BPUCTUKM M MHOFOE-MHOroe Apyroe), OOSPKHbl MPOVMCXOAWUTb B pexunme
pearnbHOro BpeMEHM.

lMoaTomy rnaBHbIN KpUTEpU cteneHn cepbésHoctn DPI - aTo rmybuHa aHanu3a TpaH3uTHOro Tpadwmka,
KOTOpbI MOXeT no3BoNuTb cebe aTa cuctema, 4YTOObI NPU 3TOM COXPaHATb MNPUEMIEMbIN  YPOBEHb
nateHTHocTn. [axe ecnu TexHuyeckme BO3MOXHOCTM W pPecypCbl MNO3BONAT TpaccupoBaTb kKog A0
GEeCKOHEYHOCTN, MOrpyXasiCb BO BCE HOBble BETBIEHWS U npouedypbl, obuwime TpeboBaHUSA K NaTeHTHOCTU
CMCTEeMbl BCerga MMeIoT BOMHE KOHKPETHbIE OrpaHUYeHusi, N03TOMY rnybuHa NorpyxeHus Bcerga orpaHuyeHa.
Yacto B aTOW cuUTyauuu NPUMEHSIOTCS TEXHOMOrMYeckne WM ONTMMU3MPYIOLLME HOY-Xay, HO MOXHO MOWTU
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MHa4ye — npocTto MHOIFoKpaTHO YBEJTMYNTb BblHUCITUTEJ1IbHYIO MOLLHOCTb.

[oBopsi o kuTanckoM DPIl, HyXHO MOHWMMAaTb, YTO 3TO UMEHHO BTOpPOE pelleHne — 3TO AaTaueHTp
pa3mMepoM C CaMbii HACTOSALLMIA PAaMOHHbBIA LEHTP, KOTOpLIN NpuMeHsieT Swarmintelligence (poeBon MHTENNEKT)
Ons ynpaeneHusi 6anaHcnpoBKOn 1 06paboTKow AaHHbIX MeXay ero 6ec4YMCcneHHbIMU YacTAMU-y3namu.

MHorne MupoBble MNpoBanaepbl NPUMEHSIOT €ro AN KOHTpons u OanaHCupoBKM CBOero Tpadwuka.
MobunbHble onepaTopbl C €ro MNOMOoLLb0 CcOoOMpalT MNOAPOOHYH CTaTUCTMKY ONS KaXgoro OoTAenbHOro
nonb3oBaTtens. Tawke aTa TexHONorMs OaéT BO3MOXHOCTb afanTMBHO YNpaBnsiTb CKOPOCTbIO Mepedayun
oTgenbHbIX nakeToB (QoS) n mHoroe gpyroe. B uenom, DPI obecne4nBaeT orpoMHOE KOMMYECTBO YHMKAIbHbIX
BO3MOXHOCTEN B LUMPOKOM CMEKTpe, OT BbICOKOKAYECTBEHHOrO LWEWNMHra A0 CO34aHWs MNPOABUHYTbIX
wnuoHckux cuctem Tnna PRISM (ProgramforRobotics, IntelligentsSensingandMechatronics) — rocygapcteeHHas
nporpamma CLUA, koTopasa BknoyaeT B cebs KOMMNIEKC MeponpuATUiA, OCYLLECTBNAEMbIX C LeNblo MacCOBOro
HernacHoro cbopa wWHdopmaunn, nepefaBaemMon NO CETAM OMEKTPOCBA3W, MPUHATAs aMepUKaHCKUM
AreHTCTBOM HaumoHansHou 6esonacHocTu B 2007 roay.

Connectionprobe — ato ganbHenwas asonouna DPI — cpawmBaHne npokcn-cepeepa U HU3KOYPOBHEBOIO
dunbTpylowero mexaHuama. B atom cnyyae npu nonbiTKe NOAKMOYMEHUsT K Mobomy cepBucy 3a npegenamu
HauuMoHarnbHOro CeTeBOro LUM3a CHayana NpOMCXOOAMT «3amMopo3ka» Takoro 3anpoca C MocneaylLmm
onepexarwLmM MOAKMIYEeHNneM no uenesoMy agpecy yxe oT umeHn DPIl. 310, Tak ckasatb, npoakTuBHas
cucTeMa TECTUPOBaHWA M MaeHTUUKaLMM Tina 3anpalirBaeMblX BO BHELWIHEM «IHTEpHETE» CepBUCOB.

SVM (mMeToa OMnOpHbIX BEKTOPOB) — 9TO UHTENNeKTyanbHas Hacagka Ha DPl. Ocobbim cBOMCTBOM MeToAa
OMOPHbIX BEKTOPOB SBMSETCH HEMPEepbiBHOE YMEHbLUEHUEe 3MMNMPMYECKON ownbkn Knaccudukauum u
yBENMYeHne 3asopa, NodITOMY METOA TakkKe U3BECTEH Kak MeTo KraccudurkaTopa ¢ MakCMmaribHbIM 3a30pOM.
BcnomHum, yto DPl — 3810 dpunbTpylowas mawmHa, BblYNeHsoWas Hekne AaHHble B MOTOKe COrfacHo
cTaTMyeckuM Mpasunam wnm curHatypam. B npotuBononoxHoctb k 3atomy SVM gaéT BO3MOXHOCTb
ckaHupoBaTb VIHTEpHEeT-NOTOK Ha OCHOBE CTaTUCTMYecKoro aHanu3a 6e3 xxecTkoro Habopa npasun. Hanpumep,
NPOBOAWTbL aHanM3 4acToTbl ONpeAenéHHbIX CMMBOJIOB, ANNH NAKETOB, aHanM3a No4o3pPUTENIbHON aKTUBHOCTU C
3adaHHbIX agpecoB, 3aMedaTb PasnuyHble AWCMPONOpUUM U CeTeBble aHoManuu, BbISBMAAA CKpbITble
3aKOHOMEPHOCTW. ANrOpUTMbI  €CTECTBEHHO 3acekpeyeHbl M 00 MX cogepXaHun OCTaeTcs TOMbKO
AoragpiBaTbCs, HO yXXe ceryac JOCTOBEPHO MOXHO yTBepXAaTb, YTO (punbTpauus KOHTEHTOB CTAHOBUTCS BCE
Bonee MHTENNeKTyansHOWN.

«3onoTton Wnt» aensieTcs adhPeKTUBHLIM MHCTPYMEHTOM B0pbOLI C TEPPOPM3MOM U KNOEPTEPPOPU3MOM.
Mop kmbepTeppopuU3MOM NMOHMMAaETCA UCMONb30BaHWE CeTU VIHTEPHET, Kak cpefcTBa u cnocoba coBepLueHus
«TepakTay, a Takke BepbOBKa HOBbIX YNEHOB B TEPPOPUCTMYECKYID OpraHu3auuvio Unu opraHv3aums CBs3u
Mexay cyllecTBylLwmMn rpynnamu. bnarogapsa pa3suton cucteme pacrno3HaBaHWsl KOHTEKCTa CoobLeHun 1
onepaTMBHoOM paboTe cnyxalmx, 3aHumMaroLmuxcs paboTton ¢ wndpamu, a Takke 6rnarogapsa ovnbTpaumm BCero
UHTepHeT-Tpaduka ONs BbISIBNEHUS NOAO3PUTENbHOrO KOHTEHTa, yAarochb BbiCNexuBaTb TeppopucTUyeckue
AYENKN paHblle, YeM OHW HayMHalT JdencTBoBaTb. KOHEYHO, MomHow 6Ge3onacHOCTM AaHHas cuctema He
obecneynBaeT, HO MO CPaBHEHWIO C APYrMMU CTpaHaMy asuvaTCKOro pernoHa, TakMMu kak PununnuHbl n
WHpoHesus, Kutan Gonee ctabuneH v 4icno TEPPOPUCTUYECKMX akTOB B CTpaHe 3aMeTHO MeHblue. lMocne
cobbiTMn 11 ceHTabps 2001 roga Kutai, Kak u MHOrMe Opyrne cTpaHbl, YKEeCTOYUIT aHTUTeppOpUCTUYECKoe
3akoHoaTenbCcTBO. B pesynbrate ObiM M3MEHEHbl HEKOTOpbIE CYLLECTBYHOLLUME MYHKTbI YrONIOBHOIO KOOEKca
KHP, a Takke nobaBneHbl HoBble. Tenepb NpU3HaBanocb NPECTYNHLIM PacnpoCTpaHeHWEe CPeaCcTB COBEPLUEHNS
TepakTa 1 PUHaHCUpOBaHWEe NPECTYMNHbIX OpraHn3auuin.

BmecTe ¢ TeM B KOHTeKCTe obecrneyeHusi permoHanbHOW 6e30MacHOCTU YXKECTOYWUSIOCh OTHOLLEHUE K
cenapaTucTtam Yurypckoro parnoHa n Tnbeta.

K HUM WIMPOKO CTanu NpUMEeHsATb TEPMUH «TEPPOPUCTLI», B YACTHOCTU, TEPPOPUCTUYECKON OpraHu3aumen
npusHaHo «Wcnamckoe paBuxkeHne BocToyHoro TypkmeHucTaHay, Tpebylolwasa co3gaHus  MCamMcKoro
rocynapcTea u obpalleHust Bcex xutenei Kntasa B ucnam.

«Benukni kuTanckun paripBon» HarnggHo MokasbiBar, Kak 3akpbiTbil «MHTEpHET» cnocobcTByeT
BHYTPEHHEN cTabunusauum u rocygapcTBeHHow 6GesonacHocTu. Cuctembl WHTEpHET-CNEeXeHUs nomMoratoT
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NPaBOOXPAHUTENSAM BbIYMCASATE 3MTOYMbILLIIEHHWKOB, @ KUTaWCKMe CyAbl — XXECTOKO KaparoT ftoboro, KTo nocmeeT
nocsArHyTb Ha 6e3onacHocTe KHP u ee rpaxaaH.

Bce aTO OoKasbiBaeT, YTO WUCMOMHUTESNbHbLIN annapart obecneyeHnss 6e3onacHoOCTN ceTu ((MHTepHeT»
AOCTaTo4yHO ycnewHo npoBoauT pa60Ty NO KOHTPOJIHO VIH(*)OpMaLI,VIOHHOI'O obmeHa npecevyeHunto He3aKOHHOWN
0eATenbHOCTM B KUTANCKOM CErMEHTE CETMU.

MeHTanuTeT kuTanua npexge BCEro 3aTO¥eH Ha ChyXeHue pPOAMHE, >KeCTKoe MNOBMHOBEHWE
BbILLUECTOSALUM W OCYXAEHME MHaKOMbICIAWMX. MoaToMy MHOpMauMoHHas M3onsauMs OT OEeCTPYKTUBHbIX
BHELLUHUX BO34ENCTBMI HEMPOTECTHO BOCMPUHMMAaETCs BONbLUMHCTBOM Hacenenust Kutas, a npoekt «3onoTou
LWMT» €CnvM W Bbi3blBall HapekaHusl, To Tonbko Ha 3anage. lpu 3TOM rMNaBHbIM BbIrogonony4arenem oT
BHeApeHus «30M0TOro LWuta» SBNSAETCH HEe CTOMNbKO MPOCTOM Xutenb KuTtasd, CKONMbKO ero npaBuUTENbCTBO,
KOTOpOE BBESO HE TONbKO MHCTPYMEHT 3alUnThbl, HO U UHCTPYMEHT koHTpons. C 2017 roga Ha Tepputopum Kntas
OTCYTCTBYET a@HOHMMOCTb B VIHTEpPHET-MpOCTpaHCTBE, NO3TOMY BCE MOMb30BaTenu AO/MKHbI YKasbiBaTb CBOU
HacTodALLMEe UMEHa, YTO ynpollaeT npaBuTenbCcTBy Kutas HabniogeHve 3a MOMCKOBbIMW 3anpocamu XuTenen
Kutas.

Mpn sTom B VIHTEPHET-NPOCTPAHCTBE HaxXoOATCH pasnuyHble HeoduumanbHble cooblleHns npo obxoa
OaHHOW cucTtembl. Bo-nepBbix, B [OHKOHre n Makao mmetoTca cBobogHble 30HbI, T.e. «30M0TOM LUT» He
pacnpocTpaHsieT CBOE BIMsSHME B 3TUX ropodax. Bo-BTOpbIX, MO CrioBaM HalMx COOTEYECTBEHHUKOB, KOTOPLIE
npoxusatoT Ha TeppuTopum KHP, Te, koMy HyxHbl Takne cetu kak Facebook, YouTube, Instagram, Google,
NMpOCTO CcKaumBaloT OecnnatHble npunoXxenHus Ans wucnonb3oBaHuss VPN, Ho HekoTopble Ana 6onbluen
BeposiTHOCTU nokynatT nnatHble VPN. 3a VPN y nuaepoB pblHKa cTaHgapTHas ueHa — 60 gonnapoB 3a
nonroga. lNMytn o6xoga «3onoToro wuta» kutanusl 6yayT mabickuBaTb U aanee, M6o atoro TpebyeT ncuxonorus
NNYHOCTU, HyXKOatoLWwencs B NoMHOLEHHOM UH(POPMAaLMOHHOM OOMEHe.

®PyHKUMOHAN NHPOPMALIMOHHOM M30MsLMN peann3yeTcs He TONbKo 3a cyeT «3onoTtoro wuray. B Kntae
3anpelleHbl U He GYHKUMOHMPYIOT Takme coumanbHble ceTu kak Facebook, Twitter n gp. Wx 3ameweHune
OCYLLECTBMEHO KUTANCKMMWM aHanoramu, KOTopble B MOJSIHOW Mepe COOTBETCTBYHOT NPUHATOW HaLMOHarbHOMN
napagurme u obecneymBaroT LOMUHUPOBAHME KOHMYLMAHCKOW (OUNocoprm M UCTOPUYECKU CIIOXMBLUMXCS
Hapo4HbIX TpagULNA.

Uctopuueckn cnoxmsiasca B KuTae u akTMBHO NOAAepXuBaemas €ro pykoBOoACTBOM MOAerb
«FUFaHTCKOro MypaBenHMKa» 06beKTMBHO TpebyeT nogaepkaHus COOTBETCTBYHOLLEN ANCLUMNNNHLI B obLlecTBe.
Mpuyem, yem KpynHee cuUCTeEMa, TEM >XeCTye OOSKeH ObiTb PeXuM KOHTPONs 3a ee anemeHTamu. B aTom
KOHTEKCTe runeppa3MepHOCTb KuTamckoro obulectBa TpebyeT edBa nM He TOTanbHOMO OTCMEXWBAHUA
YHKUMOHNPOBAHUA Kaxaoro «Mypasbsi». [laxe ¢ ydyeToM TpaauvuUMOHHOW AMCUMMIVMHMPOBAHHOCTU KUTanueB
CToNb MacwTabHbIA KOHTPOIb B NPUHLMINE HE BO3MOXEH Be3 ero asTomaTusauum.

PasBepHyBLleeca cerogHa rnobanbHoe WH(opMaUnoHHOE NPOTUBOBOPCTBO OTYETNIMBO BbICTABWUIIO
nepen aTON rmneppasMepHoON Hauuewn yrpo3bl obecneveHust ynpaBnsemMocT MUNNUapgaHbIM HaceneHuewm. B
aton cBasn B uoHe 2014 ropa [llpasutensctBom KHP 6bin onybnvkoBaH nnaH peanu3auuy CUCTEMbl
coumanbHOro KpeauTta, BHeOpeHMe KOTOpoW ObiNno apryMeHTMpOBaHO HEOOXOAMMOCTbIO MOAAEPXKaHUS U
pacrnpocTpaHeHus uaen KynbTypbl UCKPEHHOCTW M MOBLILWEHUS YeCTHOro MeHTanuteTa BO BcCex cdepax
rocygapctea K obuwectBa, a Takke CYLWECTBEHHONO MOBbLILWEHUS YPOBHS PbIHOYHOW U  CoLManbHON
yOoOBMneTBOpeHHOCTN. CrucTemMa AoSmKHa ObITb NONMHOCTBLIO BHeAgpeHa k 2020 rogy v XOTb Ha AaHHbLIA MOMEHT OHa
PYHKUNOHUPYET HEe B MOMHYIO CUIMY, HO yXKe MOXHO MHOroe o0 Hel ckasaTb. HecMoTps Ha To, YTO BHeapeHue
CMUCTEMbI COUMarnbHOrO Kpeauta B CTpaHe MNpaBMTENbCTBOM ObiI0 apryMeHTUMpOBaHO HeoOXOOUMOCTLIO
nogaepXaHnss 1M pacnpocTpaHeHus uaen KynbTypbl WUCKPEHHOCTM U MOBLIWEHUS YPOBHS YEeCTHOCTU B
rocy4apCTBEHHON M OOLLECTBEHHOM XN3HW, PACCMOTPEHME peanu3aumnm NpoekTa AaeT MOHATb, YTO UCTUMHHAs
Lenb ero BHeApeHWsi COBCEM MHas — aBToMaTmsaumsa gaBHo cyulectsoBasLlern B KHP cuctembl dang’an, 1o ectb
cucTeMbl NyGnMYHbIX 3anucei, B KOTOpbIX cobpaHa Bcs nHdopmaums o Hacenenum KHP. JludHble gena rpaxaaH
cogepxaT Takylo MHgopMaumto, Kak: potorpadus, msmyeckme xapaktepuctTuku 1 ap., Takke gena cogepxat
OLIEHKMN CO CTOPOHbI PYKOBOAMUTENEN N CBEPCTHUKOB, OTYETHI 00 ycneBaemMocTu B y4ebHbIX 3aBefeHusX, nobble
OTMETKM O MpaBOHapyLLUeHMsAX, PaKTbl YNEeHCTBa B knybax/obwectBax 1 T.4., dang’an Takxe ucnonb3oBanach,
Kak CpeACTBO OLEHKM rpaxkaaH npu npueme Ha pabory.
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YT1obbl MOCMOTPETb, Kak CUCTEMa COUManbHOro Kpeawuta BRvsieT Ha uenoe oblwecTBO, AOCTaTOYHO
nepemecTutbcst Ha 3anag KHP B CbIHbU3SH-YIUrypckun. ABTOHOMHbBIA parioH, HAaceneHHbIN NPenMyLLLECTBEHHO
yirypamu nocne Hayana AewncTBUS CUCTEMbl COLMANbHOrO Kpeauta cTan LEeHTPOM MpoBedeHusa napTuen
penpeccuBHOM NONUTUKM B OTHOLUEHUM HaceneHusi. C HavYanom OencTBusi CUCTEMbI COLMAnNbHOrO KpeauTta B
pernoHe KonNn4ecTBO apeCTOBaHHbIX BbIPOCHO B TpY pasa, a pacxofbl permoHa Ha BHYTPEHHIO 6e3onacHoCTb
CTPEMUTENBHO BLIPOCNU. 3afepXaHHbIX BNacTU fepxanu B LEHTpax npeasapuTenbHOrO 3akryeHus,
TIOpbMax, a Takke B narepsx nonuTUYecku-tpygoBoro obpasoBaHus. Bnactamu Obinv BbiaeneHbl OrpoMHblE
cpeacTBa Ha NOCTPOWMKY B PErMoHe KOHTPOSbHO-MPOMYCKHbIX MYHKTOB, MONMMLENACKUX Y4aCTKOB, MCMpaBUTENbHbIX
yypexgeHun. [Ona coctaBneHuss 6asbl AaHHbIX HAceneHus B PervoHe, MOMvUMEN BbI3biBannCb B y4acCTKu
rpakgaHe, nvua KOTOPbIX CKAHMPOBANUCh crneunanbHbIMM CUCTEMaMM pacno3HaBaHWs BHELWHOCTU. Takke nofa
npeanoromMm npoBefeHus 6ecnnaTHOro MegULMHCKOrO OCMOTpa y HaceneHus Opanu obpasubl OHK, a nosxe
npouegypa caayun obpasuos OHK 1 BoBce cTana obs3atenbHon Anst nonyvyeHns nacnopta. Bnactu neitatotcs
onpaBgatb XecTtokoe obpalleHne HeobxoouMOCTblo MoaAepXaHus cTtabunbHOCTM M Ge3onacHocTM B
CuHbL35IHE N «HAHOCUTb yaapbl» MO TEM, KOr0 CUYMTAlOT Teppopuctamm u akctpemuctamun. CUHbL3SHCKME
UMHOBHUKM YTBEPXKAAKT, YTO KOPEHb 3TUX Npobnem — «npobnemHble naen» THOPKCKMX MYCYNbMaH, KOTOpble
BNAacCTU OMUCHIBAIOT KaK SKCTPeMarbHbIE PEefMrMo3Hble AOrMbl.

B wuensax obecnedeHus pervoHanbHOW ©e30MacHOCTU JKUTEMW MSATEXHOMW NPOBUHUMM  06SA3aHbI
yCTaHaBnMBaTb B TenedoHbl MNPUMOXKEHWUs, OTCReXuBawolme BCe NepeMelleHnss W KOHTaKTbl.
BugeoHabniogeHne c aneMeHTaMu MCKYCCTBEHHOrO MHTenfekra ymeeT pacrno3HaBaTb WX MOAO3PUTENbHbIE
nepegBwxkeHns u BcTpeun. [lonuuenckne ocHaweHsl VR-odkamu, pacnosHawowmMyM nvua, a Takke
yCTPOMCTBaMM, C MOMOLLLIO KOTOPbIX MNOMUUENCKUA Nerko onpegenser B CMapTOHE rpaxpgaHuHa
3anpeLUeHHbIA KOHTEHT, MpU Hanuium koToporo obnagaTtens TenedoHa MOXeT MonacTb B WUCMpaBUTENbHbLIV
narepb. Bce 3T0 nNpusHakM HanmuMuusa TOTanbHOrO WMHAOPMALIMOHHOIO KOHTPOSIS Ha OCHOBE BbISIBIIEHUS
AECTPYKTUBHOIO KOHTEHTa M NMOA03PUTENbHbIX, C TOYKN 3pEHNSA BNacTu, AENCTBUNA.

[Ona ynpaBneHus HaceneHnem WCMNOMb3YKTCA Ccreayllme TexXHUYECKNe METOAMKU: YCTpaHeHue
@HOHUMHOCTU, MEepPCOoHUMUKAUMA rpaxaaH, OueHka noBedeHusa rpaxaaH, unbTpaums MHEGPOPMAaLMOHHOMO
noToka u LeHsypa. B yacTtHocTn, aHOHMMHOCTL B MHTepHeT-npocTpaHcTBe KHP Obina obbsaBneHa BHe 3akoHa
ewé B 2017 roay. Mo BCTynuBLIMM B cumy npasunam nonb3oBaHus ceTbio NHTepHeT Bce eé nonb3oBaTtenu
00653aHbl BEpMpULMPOBaTL CBOW pearnbHble UMeHa. ATO MpaBuIIo MO3BOMSET BnacTtsiM 6e3 NMULHMX NMOWUCKOB
onpefenaTb aBTOPOB BCEX MOCTOB M nybnukauunm Bo Bcen cetu WHTepHeT B KHP, a Takke cobupatb
WMHpopMaunio 0 aencTBusx rpaxgaH. HeBO3MOXHOCTbL OCTaTbCA aHOHUMHBLIM MPU BbIPaXXEHUU CBOEro MHEHUS
CYLLECTBEHHO, OQHAKO He MONIHOCTbI0, OTOMBAET XenaHue y HaceneHus KHP oTKpbITO roBopuTb O cuTyauun B
ctpaHe. BHe VHTepHeT-mpocTpaHCTBA aHOHUMHOCTb [paXdaH YCTpPaHAEeTCA nyTeM MOBCEMECTHOro
NCNONb30BaHUA TEXHOMOIMI pacno3HaBaHUa GUOMETPUYECKUX LaHHbIX.

OueHka HaceneHusa KHP npou3Boautcsa Ha OCHOBE aHanu3a coOpaHHbIX O HEM AaHHbIX, Nocne 06paboTku
KOTOPbIX MOBbLILAETCA MMM MOHMKAETCAa KO3(PMUUMEHT OnaroHageXHOCTU CyObekTa oOueHKU. 3HayveHue
KoadppmumeHTa OnaroHagexXHOCTM onpefensieT YpOBEHb MNPUBMUIIErMPOBAHHOCTM CybbekTa B rnasax
npaBuTENbCTBA U 00BbEM MOMy4YaeMbix CyOBEKTOM MOOLLPEHUA B Clydae BbICOKOro 3HayeHust koadpdpumumeHTa
OGnaroHagexHoOCTU 1 Haka3aHun B obpaTHOM cny4dae. NMoowpeHne aBnsieTcs cnocobom BO30eNCTBUA Ha OO BEKT
yrpaBneHusa, T.e. HaA HaceneHuwe, Ons MNoOyXAeHWa K NPOSIBNEHWMIO OanbHEWMWMX ycnexoB. HakasaHue e
3anyrMBaeT HacerneHne 1 Takke NobYKAaeT K COBEPLUEHNIO «XOPOLLMX» AENCTBUIA. YCTpaHeHNe aHOHMMHOCTU B
peanbHOM  KM3HW  BbINOMHAETCA Onarogaps  BbICOKOTEXHOMOMMYHLIM — YCTPOWCTBaM  pacrno3HaBaHUs
nHAMBUAOYanbHbIX (U3NYECKUX AaHHbIX rpaxaaH. Peanusyetca aTo 6Gnarogaps MaclutabHon ceTu Kamep
Braeodukcauumn, kotopbix B ropogax KHP yxe yctaHoBneHo okono AByxcoT munnuoHoB. K 2020/2021 roay
BMacTu cobupatoTcs yBenuuuTb 3Ty uudpy BTpoe. Ho ynop GyneT caenaH He TONMBbKO Ha KONWMYECTBEHHOE
N3MEHEHNE, CaMn KaMepbl MPEeTEPNST Ccepbe3Hble TEXHWYECKUE ynydlleHus. Ha cerogHsIlHUA AeHb kamepbl
CMOCOOHbI pacno3HaBaTb fMLUaA, CKaHMPOBAaTb BCe TENO TeX, KTO nonagaeT B ux none 3peHusi. CeTb kamep
BMAEOHAOMOAEHNsT yxXe noka3ana cBo 3(peKTMBHOCTL: B CceHTsbpe 2017 roga nonuvuus C NOMOLLbIO
Kamep Ha NUBHOM chbecTmBarne apectoBana 25 4enoBek, HAXOAALMNXCS B PO3bICKE.
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Ho He TOMbKO CTauMOHAapPHbIE YIMYHbIE Kamepbl UCMOMb3YIT CUCTEMY pacno3HaBaHWsA NUL: AaHHas
TEXHOMOrMs UCMNOoNb3yeTcs B 0bLLeCTBEHHbIX TyaneTax [NeKkMHa - Ans UCKMYEHUS Kpaxu, Kamepbl C CUCTEMON
pacno3HaBaHWsa NWL KOHTPONMPYHOT Bbidady BymaxHbIX NonoTeHel n bymaru, a Kutanckas nonuunusi cHabxeHa
cMmapT-o4kamu, obopydoBaHHbLIMM KaMepon M MMELWMMUM CBA3b C 6a3on AaHHbIX MNPaBOOXPaHUTENbHbIX
OpraHoB, C MOMOLLbIO OYKOB MOSMLENCKUNA, HaXOOALIMNCA Ha pacCTosiHum He Bonee 5 meTpoB OT cybbekTa
NPOBEPKN NIMYHOCTN, CMOXET NONYYNThb AaHHbIE O COBNageHUnN C BHELIHOCTbIO cybbekTa B 6a3e AaHHbIX 3a 2-3
MUWHYTbI.

B WHTEepHeT-NpoCTpaHCTBE aHOHMMHOCTb YCTpaHsieTcs Onarogaps TOTanbHOMY KOHTPOMO napTumn 3a
ceTbto UHTepHeT. WHTepHeT-npoBangepoB 06s3anu BepuduLMpOBaTb peanbHble NepcoHanbHble AaHHbIe
nons3osarenen (Mmsi, bamunns, agpec npoxunsaHmsa u T.4.). NpogymaHo 660 1 UCnonb30BaHWE BUPTYanbHbIX
yacTHbIx ceTen (VPN), koTopble MOryT MCnonb3oBaTbCa NOMNb3oBaTeNsMu Ans COKpbITUA cBoero IP-agpeca: Ha
3akoHogaTenbHoM ypoBHe rpaxgaHam KHP 6bino 3anpeweHo ucnonb3oBaHve VPN. ExxegHeBHO OrpomHble
0b6bembl HGOPMaL MK pasnUyHbIX BUAOB: BUAEO3ANNCK, ayanosanmucu, reoMeTKn, NoCTbl B coLuarnbHbIX CETSX,
YeKn U3 OHManH-MarasvHoB, NnonagakwT B CMCTEMY XpaHeHust AaHHbix BigData, roe copTupytoTcsa u rotoBaTcs K
aHanuay crneuunanbHbiM anroputMoM. PesynbTaT paboTbl anropuTma NoAckaXkeT NpaBUTENbCTBY OTBETHI HA Te
BOMPOCHI O CyObeKTe aHanm3a, Ha KOTopble caM CyObekT He 3HaeT OTBeT. [1ocTynku, BAMAOLWME HA U3MEHEHMNE
3HayeHns koadbduumneHTa OnaroHagexXHOCTW, MOXHO pas3fennTb Ha 3 rpynnbl y4eTa: rocygapCTBEHHBIN YYerT,
06LLECTBEHHbIV y4eT, OHMNalnH-y4eT. B kaTeropuio rocygapCcTBeHHOro ydeTa nonagatoTt Takne AeNCcTBUs rpaxaaH
Kak onraTa NogoX04HOro Harora, noraweHne KpeauToB, onriata CH4eToB 3a KOMMYHaIbHbIE YCMYry, BbinNnaTtbl No
noctaHosneHuno cyga. ObBLWeCcTBEHHbIV y4eT BKkMoYaeT B cebsa cobniogeHne npasun SOPOXKHOIO ABWKEHWS,
cobniogeHne HOpM  poXZaeMocTu, onnata npoe3ga Ha obwecTBeHHOM TpaHcrnopTe, obwecTBeHHas
aearenbHocTb M T.0. OHNamnH-y4eT BKMYaeT B cebsi MoKynaTenbCKue MpuBbIYKM CyObekTa, HadeXHOCTb U
OOCTOBEPHOCTb MHGOpMaL MK, NYGNMKYEMOW B CETU UHTEPHET, B3aMMOAENCTBUS C OHNaNH-NoNb30BaTENAMM.

B 2020 rogy cuctema «coumanbHOro Kkpeautar», yxe anpobuposaHHas B page nposuHumi KHP, 6ypet
BHegpeHa Mo Bcen crpaHe. [1pyM 9TOM NOBCEMECTHO YCTaHOBAT A0 Monymwunnuapga Bugeokamep. Y Kaxgoro
rpaxgaHnHa MOSIBUTCH PEWTUMHI C Kpeautamu B Thicady 6annos. 1o gaHHbIM BuaeoHabnoaeHus u opyrum
3adpmkcupoBaHHbIM hakTaM O MMYHOCTM 3Ta umdpa OyaeT aBTOMaTMYECKUM MEHATBCS CO BpeMeHeM. [osasaTcs
Heckonbko kateropun rpaxgaH. OOHW CBOEN 3aKOHOMOCMYLIHOCTBIO M FOSAMbHOCTLIO BRAAcTu HapacTaT
KpeauTHble Oannbl U nonyyaT NpUOpWUTETbI B FOCYAapCTBEHHOM oOOGCnyxuBaHuu. [pyrue, He3HauyuTenbHO
noTepsBLIMe Bannbl, OCTaBAT 3a cOOOM NpaBa Ha CKMAKM NO KOMMYyHarbHOMY U GaHKOBCKOMY 0BCY>XMUBAHMIO.
CywecTBeHHO pacTpaTuBLuMe KpeauTHble 6annbl kuTanubl nonagyT nog nogo3peHue U He cMmoryT paboTtaTb B
roCy4apCTBEHHbIX M MyHUUMNanbHbIX opraHax. [loTepsBlune TpeTb 6annoB rpaxgaHe OyayT orpaHuWyeHbl B
npaBax Ha nonyyeHue paboTbl, Kpeguta, 6uneToB Ha TpaHcnopT u T.n. O6LeHne C TakuMK U3rosMK YpeBaTa
ONs rpaxaaH BbICLUMX KaTEropuin CTpemMuTernbHbIM NageHueM ux perTuHra.

MIMeHHO C BBegeHMEM B 3KCMyaTauui CUCTEMbI COLMANbHOIO KpeauTa, Grnarogaps BblMUCIIUTENbHBIM
MOLLHOCTAIM COCTaBNSALWNX, KOTOopble obecneunBaloT ee (PYHKUMOHUPOBAHME, CTano BO3MOXHO OLIEHUBaTb
rpaxgaH B GannbHOM cucTeMe M BBECTM CUCTEMY MOOLLPEHUA U HaKa3aHWM, Kak (PU3NYECKN OCHA3aEMYIO
uHTepnpeTauuto G6annoB. B ¢MHaAHCOBOM nrnaHe nNpaBUTENbLCTBO MOOLLPSET rpaxaaH C BbICOKMM YPOBHEM
coumnanbHOro Kpeguta cnegywowmmm cnocobamu: ckngkm Ha onnaty TapudoB XKKX, mMeHblUne NpoueHTHbIe
cTaBkM B GaHkax. Tex >xe rpaxaaH, koTopble 06nagalT HU3KMM YPOBHSAM COUMAarnbHOrO KpeguTa B KavyecTBe
Haka3aHWs OT MPaBUTENbCTBA XAET crneayllee: 3anpeT Ha paboTy B ynpaBneH4yeckon u GaHKoBckon cdepe,
OTCTPaHEHWe OT MOCTYMSfIeHNst B BbiCLUME y4eOHble 3aBeAeHMSsI U BbICLUME LLUKOMbI, Ny6nuyHoe nopuvuaHue,
orpaHuyeHue nepemelleHnst nNo tepputopum Kutas Ha BbICOKOCKOPOCTHbIX Nnoesgax M camonetax. HapaboTtku
KHP no ToTanbHOMYy MOHUTOPWUHIY WHM(OPMALMOHHONO MNPOCTPAHCTBA OKa3anucb camookynaembiMu. [lo
NMPOCOYMBLLUMMCA B Mpeccy [aHHbIM MpoayKkThl, ObOecneuymBalollMe CrexKy 3a rpaxgaHamu, okasanucb
BocTpeboBaHHbIMKU B BeHecyane, 3umbabee, MoHronumn, Manansunm, ksagope, CuHranype, AHrone, 3duonuu,
Mepy, Jlaoce, MbsHme, Bpasunuu, bonueun, YraHge. ®aktudecks NOOKOHTPOMbHbIE MNpaBuTenscTBy Kutas
dupmMbl NpoaarT MHGPOPMaLIMOHHbIE TEXHOMOMMK yNpaBreHUs HaceneHnem cTpaHbl. XapakTepHo 3aMeTUTb, YTO
NnoKynaTensmMuM B [JaHHOM Crlydae SBMSIOTCA PEXMMbl, WCMbITbIBAKOWINE BHELLHEE [aBrieHne u  (unm)
HeobXxoOMMOCTb ONepaTMBHOrO AeMnrPOBaHNS BHYTPEHHEN COLMAnbHON HAMPSHKEHHOCTM.
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CobcTBeHHO, M caMm  KuTal nowien Ha CTOSMb KeCcTkMe MHOpMaLMOHHbIe Mepbl NMof Yrpo3oi 3anagHom
3KCMaHCUW, rpo3ALLEN pa3BanioM CTpaHbl U3HYTPU.

Takum obpasom, pykoBoactBo KHP Becbma ocHoBaTenbHO MOArOTOBMIIOCH K peLlalollen CxBaTke Co
CBOWM [N1aBHbIM reonoNIMTUYECKMM KOHKypeHToM — CLUA, KoTopble BO MHOTOM MOTEPSANN HAAEXAY Ha BbIUMPbILL
NMHOpMaLUMOHHON BONHBI ¢ Kutaem 1 oboCTpsitoT ceryac 3KOHOMMUYeckoe NpoTuBobopcTBa ¢ HUM. dunocodus
KOH(YLIMaHCTBa, UCTOPMYECKN HaLleawas LwmpoYarilee pacnpocTpaHeHne B KUTanckom obLiectse, O4EBUAHO,
3Ha4YNTENbHO cnocobeTBYyET BHeApPeHMIO B NpoBUHUMAX KHP cuctembl coumanbHoro kpeguta (KOHTpons).

CornacHo y4yeHunto KoHdyums Bekamn KntamLbl HEYyTOMUMO U OTBETCTBEHHO TPYAUITUCH NpeXxae BCero Ha
6naro rocygapcTtea. MIx TpyaocnocobHOCTb M CMSIOYEHHOCTb B 3TOM BOMPOCE BbI3bIBAET YAMBIIEHUE Oaxe Y
asmaToB. YecCcTb OTYM3HbI U ee PYKOBOACTBA OHW FOTOBbI MAacCOBO OTCTamMBaTb M B WH(OPMaLMOHHOM
npocTtpaHcTBe. He cnyyanHO camas KkpynHasi apmusa Tponnen, paboTatwlias B MHTepecax rocyoapcTtBa,
YHKUMOHNPYET nMeHHo B KnuTae.

WNTEepHEeT-TPOMSIMHI  KaK MCMXONOrMYecKUn u coumnanbHbln deHomeH 3apoaunca B 1990-x rogax.
deHoMeHOM Tponnen B nocriegHee Bpems MHTEpecylTcs Bce bomblie cneunannctoB. BOmbLMHCTBO M3 HUX
cuMTaloT, YTO NpodpeccnoHanbHbie TPOMNNM MOTYT COBEPLUNTL HACTOSLLYIO PEBOMOLMIO B COLMATNbHBIX CETAX U
Ha TemaTM4ecKMx nnowiagkax, Kotopas Nno3xe MOXEeT BbIMUTbCH B HapOAHblE akuuy NPOTECTOB B pearnibHOM
Mupe. B pesynbTate TPONNUHF, Kak WMHPOPMALMOHHAs TEXHOMOrMs BMAWSHUSA Ha Cco3HaHue WHTepHerT-
nonb3oBarternen, 6bin B3AT Ha BOOPYXXeHne cTpaTteramu rubpruaHon BONHbI, Kak akTUBHbIV 3NeMeHT nponaraHgbl
N KOHTpNponaraHabl B 0611acTu BHYTPEHHEN 1 BHELLHEW NONIMTUKN FOCYAapCTB, a Takke 3KOHOMMYe CKon 6opbObl
3a pbIHKK CObITA.

C Havana XX| Beka WHTepHeT-Tponnu ctanu obpasoBbiBaTb COOCTBEHHbIE CeTeBble coobLiecTBa U
opraHm3daumu, Oenscb ONbITOM MO Havbonee adPEKTUBHOMY pasdxuraHuo koHdpnuktos. Cendac nrobon
nonynspHbIA OpyM, HOBOCTHas rpynna M KUKWM-MPOEKT paHO WM MO3OHO CTarnkvBaeTCcs C TPONAsMu wu
TponnuHrom. Kak 3TO HM napagokcanbHO, MHorga obcyxaeHwe npobnembl TpoONnuMHra nepepactaeT B
COBCTBEHHO TPONMHI, UM OHO UM M3HaYanbHO M ABNANoCL 6narogapsa ycunuam tponnen. MiHgpopmaumoHHble
puCKuN VIHTEpHET-TpONnnHra, ocobeHHo Bo3pocnu npu ero peanusaumm «dabpurkamv 1 apMusiMm Tponnen».

Cnoco6oB 1 B1naoB «TpoJJinHra» AoBOJ1IbHO MHOIO, HO CTOUT O6paTVITb BHMMaHMe Ha CaMble NonyndapHbIe
N3 HUX:

1. CambIi IPUMUTUBHBIN BUA - 3TO pacrnpocTpaHeHune HeBepHOW MHAOPMaLMK, BPEAOHOCHbLIX CCbINIOK U
CIyXOB.

2. BapuaHTbl ons passneyvyeHunii MoryT BKoYaTb U3MEHEHME CBOErO Moria Ha canTax 3HaKoMCTB, Bblgaya
cebs1 3a MHOCTpaHLUa UM 3HaMeHUTOCTb.

3. OOHUM M3 caMmbIX XXECTOKMX MPOSBNEHUA TPONSIMHIA CYMTAETCA [OBeAEeHME [0 HEepBHOro CpbiBa
yerioBeka C HeyCTOMYMBOW NCUXUKON.

4. TlonUTUYECKUA TPOMMWUHI CTOUT OTAEMbHbIM BWAOM, OH WCMOMb3yeTCs Kak Ans  paxuraHus
KOHCNIUKTOB, TaK WU AN NPMBMNEYEHNS BHUMaHUsi u3bmparenen K HyxxHol npobneme. OH MOXeT UCNoNb30BaTbCH
C Uenbl AWarHOCTUKM HeoOXoOMMOW rpynnbl UnM peakuum nuyHoctu. CyTb ero CBOAUTCS K 3asiBNEHUIO
NMPOBOKALMOHHOIO YTBEPXKAEHMS WM 3cKanauuMu KOHMNUKTa Ha nocnegHue OCTpble MNOMUTUYECKUE COObITUS.
TOYHO TakK e, BbI3bIBAKOTCSI CMOPbI O MOMUTUKE U BKyCax, MPUYeM 3TO 0BbIYHO KacaeTcs Tex TeM, rae anpuopu
He MOXeT BbITb OJHO3HAYHOTO MHEHMUSI.

5. ['pynnoBow TPONMUHI CYLLECTBEHHO OTNMYaeTcs OT NUYHoro. TyT AencTByeT rpynna nogen, UMeroLwmnx
OofHy obuwyto uenb. Yaue Bcero B nogobHbix coobliectBax pa3paboTaHbl COGCTBEHHbIE MpaBuia SOCTKEHUS
uenen, UMeeTcsl ONpederieHHbIN A3blK. Takne KOMMaHuuM BKMYakT MO0 cneuuanucToB nuapa v NonUTUKK,
nnbo CaMOCTOSATENbHO 3aMHTEPECOBaHHbIX MOAEN (HanpuMmep, KoMaHda Mo OHMaWH - urpe, Takum obpasom,
MOXET PaccopuTb CBOMX KOHKYPEHTOB).

B KuTae cywectBoBaHMe apMum NpoNpaBUTENbCTBEHHbIX Br1OrepoB, M3BECTHOM NOA Ha3BaHWEM YMaodaH
unu «Maptusa 50 yeHTOBY», B KUTae HM s KOro He CeKpeT, 6o HEBO3MOXKHO TalHO HaHATb 4O ABYX MUINIMOHOB
yernoBsexk.
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LWectb net Hasag usgaHue GlobalTimes gaxe onyGnukoBano ogobpuTernbHYK CTaTbio, B KOTOPOWN
pacckasano, 4YTo si4enka naptuu B ropoge YaHwa ewwe B 2004 rogy nnatmna KomaHge KommeHTaTopos no 600
loaHen B MecsL, MAC NOMOBUHA H0aHS 3a KaXKabI HOBbIW MOCT.

MmeHHO oTctoga sikobbl M MPOMCXOQUT CTpaHHOE HasBaHue opraHmsauun. C Tex nmop onmaTta Tpyada
MapMOHETOK, FOTOBbIX XBanuTb paboTy napTum B ceTu VIHTepHeT, cTtana CTofb e 0Obl4HON CTaTben pacxodoB
ONs MECTHbIX opraHoB BriacTu B KuTae, Kak 1M 3apnnarta Ans UHCMEKTOPOB OOPOXHOro ABWKeHus. HegasHee
nccriegoBaHne [apBapAcKOro yHMBepcuTeTa MoKasarno, YTO KuTanckue Bnactu pasmewiarot 448 MiH.
anblUMBbIX KOMMEHTapuMeB B WHTepHeTe kKaxabl rof. [lpoaHanuauposaB 43,8 TbiC. MNPOBMACTHbIX
KOMMeEHTapveB, mnccnegoBaTenu npuwnu Kk BeiBody, 4To 99,3% n3 Hux 6binn caenaHbl rocyaapCTBEHHbIMU
cnyawmmmn pasnnyHbix BeaoMmcTB. Kak npaBuno, TakMe KOMMEHTapuum NosIBASAANCH pPa3oM U MOMHOry B
0COBEHHO HanpsiKeHHble MOMEHTbI, Hanpumep, BO BpeMs NPOTECTOB MMM NapTuHbIX cobpaHui. VIHTepecHo
OTMETUTb, YTO HEKOTOPbIE N3 TaKMX KOMMEHTapUeB NOAXOAAT NoA onpeaerneHue TponnmHra (B camMoOM CTPOrom
CMbICne 3Toro cnoea). BmecTto TOro, 4tobbl HanNpsMyld aTakoBaTb CBOWMX MPOTUBHMKOB, FOCY4APCTBEHHbIE
Tponnu 3abuBaloT CKENTUKOB MOTOKOM dpriyda UM ymerno OTBIEKaKT pasroBop. YMCrNeHHOCTb 3TOW apMum
Tponnen: ot 300 ThiC. 4O 2 MUNITMOHOB YENOBEK, A€ MHOMME Ha HEMOSHOW 3aHATOCTMW.

BblwensnoxxeHHOe No3BONsIET paccMaTpuBaTb VIHTEPHET-TPONNUHT Kak 3 EKTMBHOE UHPOPMALIMOHHOE
OpyXue, KOTOpOe akTUMBHO MCMONb3yeTcs W APYrMMU PasBUTbIMK CTpaHamu. PakTnyecku rocygapCTBEHHbIN
TPONMMHT — 3TO CPEACTBO AKTMBHOMO BIIUSHMSA Ha OOLECTBEHHOE MHEHME 4epe3 TPaBMio MONUTUYECKNX
OMNMOHEHTOB B COLMO-MHAOPMALMOHHOM npocTpaHcTBe. [logobHas [OeATenbHOCTb OPraHWYHO LOMNOfHAeT
UnNbTpaLMIO KOHTEHTOB U KNOEP-CNEXKY 3a rpaxkgaHamy B xoe MHAOpPMaLMoHHOro NpoTMBobopcTaa.

Uctopus Kutaa n cunocodua KoHdyumnaHcTBa chopmupoBann MeHTanbHOCTb, Afs KOTOPOW cendac
HMCKOMBKO HE 3a30PHO 3a Mol aHsa HanvucaTb NOCT B NOAAEPXKKY BNACTW UMW B OCYXAEHWE ee ONMOHEHTOB.

IV. PE3YJIbTATDI

BypHoe pasButne HoBbix VIKT pacwwupsieT none OeATenbHOCTM CpeacTB MaccoBon uHdopmauum u
KOMMYHUuKauun. Knuta He aBnseTtcs ucknodeHneM. Kutarnckve Bnactu Buasat B VIHTepHeTe M COBpeMEHHbIX
MKT He TONMbKO CpPEACTBO COEPXMBAHMA TOCYAapCTB-ONMOHEHTOB, HO W OGonblUMe BO3MOXHOCTWU Ans
¢opMMPOBaHUSA MO3UTUBHOIO UMUOXKA CTpaHbl HA MexayHapoaHou apeHe. Npu NHdopmMaLMoHHOM areHTCcTBe
locynapctBeHHoro coseta KHP 6bino co3pgaHo cneuunansHoe AQMUHUCTpatuBHOe 6kopo no nponaraHge B
WHTepHeTe, Hanpaensowee u KOOpAUHMPYHOLLEe rocygapcTBeHHylo nponaraHay B CeTu. BonbLUMHCTBO
CYyLLEeCTBOBABLUMX B CTPaHe nevyaTHbIX U 3anekTpoHHbIX CMW He nmenu cobCTBEHHbIX CanToB B VIHTEpHETE U He
ObIny npefcTaBreHbl WKMPOKON ayautopuun. CuTyaumus Havana MEeHSTbCA B Hayane MpoLunoro AecATuneTus,
koraa [occoBeT KHP ocosHan, 4to MHTepHeT — 9TO AEWCTBEHHbIM WHCTPYMEHT peanusaumy KOHKPETHbIX
NONMUTUYECKNX U coumanbHbIX NporpaMM. Hayanock WMPOKOe MHBECTUPOBaHME He TOMbKO B Macc-megua Ha
KMTaNCKOM A13blKe, HO 1 B pacLUMpeHNe KUTanCcKnxX MHoA3bIYHbIX CMU.

WHTepHeT paeT GecnpeueneHTHY BO3MOXHOCTb OTKPLITOrO AOCTyna K uHGOpMauuum u no3sonseT
ONCCUAEHTCKUM OpraHusauusamM Ierko pacnpocTpaHaTb csBou uaewn. [lostomy npasutensctso KHP aktuBHO
NpoTMBOOENCTBYET MOAOOHBIM HEeraTMBHbIM MOCIEACTBMAM C MOMOLLBI cOo34aHus 3dEKTMBHON CETEBON
LeH3ypbl.

B Kutae wucnonbsyeTcsas nBe cTpaTerMmM B OCYyLWECTBIEHUMM Beb-LeH3ypbl: unbTpaums 3anpocoB WU
KOHTEHTa W1 NOOLLPEeHNe CaMOLeH3Ypbl, YTO BO BHeLLHeM Kutato Mype nonyyuno HassaHue «Benukas kutanckas
BebG-cTeHay. B uncno cantos, noaBepraroLimxcs LeH3ype, BXOAMT GonblUMHCTBO 3anagHbix CMW, counanbHble
ceTu u broru.

B nocnegHue rogsl KHP nepexogut ot 060pOHNTENBHON K HAacTynaTensHon cTpaterun npumeHenns UKT
B OTHOLLEHWW BHELLHENONUTUYECKUX ONMOHEHTOB.

90

[€[0)
Creative Commons Attribution 4.0 International License


https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/

i
Humanities & Social

Sciénces © Journal «Bulletin Social-Economic and Humanitarian Research», Ne 7 (9), 2020, e-ISSN 2658-5561

B 2003 r. LleHTpanbHbli BOeHHbIM coBeT M Komnaptna Kutas BBENU «KOHUENUMIO TPeX BOWHY,
BKITIOYAKOLLYIO B cebA NMCMXONMOrMyYecKkyo BOWHY, MeAMaBOMHY W MpaBOBYHO BOWHY. B KoHuenuwmu roBoputcs o
HeobxoOMMOCTU onepexarolmx OeACTBUN B KnbepnpocTpaHCTBe UM HaHeceHum Kutaem Takoro poga ygapa
nepBbIM.

BaxHbiM ypoBHeM npucytctBus Kutas B rnobanbHOM MHGOPMAaLWMOHHOM MPOCTPaHCTBE SIBMSIeTCS
CTpeMuUTENbHO pasBuBaoLWasaca passrekatensHaa wuHayctpua: CMW, woy-busHec, KOMMbIOTEPHbIE WUrpPbl,
peknama.

Pactywee 3HadeHne B KuTae npuaaeTca 9KCMOPTY KynbTypHOW npoaykuuu 3a pybex. Kpome Toro,
NPOOBWMXEHNE  KUTAMCKOW  KynbTypbl W SA3blka  OCYLLECTBNSAETCA  MOCPeACTBOM  pacnpoCTpaHeHus
obpasoBaTtenbHbIX LWKoN U knacco. Tak, B 2010 r. B 96 cTpaHax mupa genctsoBano 322 uHctutyta n 369
knaccos KoHdyuuns.

V. 3AKNIOYEHUE

1. Yepes wunbtp «3onoton wmut» KHP yganoce obecneuntb 3HAYUTENbHYO  M30MSLMIO
NH(OPMALIMOHHOIO NPOCTPaHCTBa CTpaHbl OT BHELUHEro MNPOHMKHOBEHMS HeXenaTenbHOro (N0 MHEHUIo
npaBuTEnNbCTBA) KOHTEHTa. 3Ta Mepa nossonuna orpagutb obuwectso KHP ot mHorux HeratvsoB 3anapga
(uBeTHble peBonouMK, TeppopuaM M Ap.) U TeM caMbiM obecneynTb ero MOHOMWUTHOCTb B YCIOBUSAX
NPOTMBOAENCTBMNA MHOrOYMCIEHHBIM Yrpo3aM co cTopoHbl CLUA. OgHako rocygapCTBEHHbIV 3aKas Ha Kputepum
cenekuum ckopee byaeT oTBeyaTb 3anpocam npassLen ANnUTbl, YeM NOTPEOHOCTAM LUMPOKUX CIIOEB HaceneHus
Kutas. lNMpocyeT B Takom Bonpoce 4peBaT CTpATErMvyeckKMmu MOCrNeACTBUSAMU ANS PasBUTUS HauWUW, Tak Kak
vnbTpauMsa KOHTEHTa KacaeTcs BCeX KuTanueB OOHOBPEMEHHO WM AeNCTBUS 3Tu cyrybo orpaHuyuTenbHble,
KOTOpbIE€ C TOYKWN 3PEHUS NCUXOSOrMM NMYHOCTKM (Tem Bonee B MHOPMaLnn) Bbi3blIBAOT BHYTPEHHUI MPOTECT Y
YyernoBeka, Aaxe eCnv OH OTHOCUTCS K CTOMb MOKOPHOMW Hauuw, koTopas npoxwusaeT B [NogHebecHon. B atom
cryyYyae «IUraHTCKMN MypaBenHUK» npeBpaliaeTcsd B KunAwMn koten 6e3 knanaHa C BbICOKMMW pucKamu
coumnansHoro B3pbiBa. pu 3TOM XecTkne MHPOPMaLUMOHHbIE OrpaHMYeHUs (OCOBEHHO, B NOMNb30BaHUN CTOMb
nonynspHbIMU cenvac rnobanbHbIMU coumanbHbiMU CETAMK) oTropaxusaeT Kutan oT MMpOBOWN UMBUIU3aLmK,
Hapywas cooblleHnsi, cTonb Heobxoaumble AnNa oOMeHa JocTukeHusamMum u  pocta. O6BMHEHUA B
HeCaHKUMOHNMPOBAHHOM 3aMMCTBOBaHUM Maen 1 TexHonorum B otHoweHun Kntas oTHI0Ab He 6eCrnoYBeHHbI, HO
AocTuraTb BepLUMH Nporpecca TakMm cnocoboM CTaHOBUTCS BCe TpyaHee, Mo3TOMy NpUAeTCs OpraHu3oBblBaTb
MOSTHOLEHHYI0 AN AY3NI0 KOHTEHTA JaXe C PUCKOM MPOHUKHOBEHUS €ro AeCTPYKTUBHbLIX PasHOBUAHOCTEN B
NHOPMaLMOHHOE MpocTpaHcTBO Kutas. KoHeyHo, cBov nepBuYHble 3agadvn «30M0TOW LUMT» BO MHOTOM YXe
BbIMOSIHWI, Tak Kak B Mepuod MUPOBOM SKCMAHCUM «LBETHbIX PEBOMOLMA» OH obecneunn ctabunusauuio
obLiecTBa, COXpaHeHMe ero B Tpaauumsax KOHQYuMaHCTBa, OAHAaKO 3aBellaHHoe KoHdyuvem kutanuam
CTpemneHne K NpoCcBeTNeHn0 Bpa Ny 6yaeT NCNonHATLCA B KpYroBon MHopmaumnoHHon obopoHe. Noatomy B
cTpaTernyeckown nepcrnekrnse «30N0TOM LWNT» AOIMKEH BbITb 3Ha4YMTENbHO 6onee npo3payHbiM, a Kutam craHeT
b6onee MH(OPMaLMOHHO-MHTErPUPOBaHHLIM B MMPOBOE COOOLLECTBO, Nepes KOTOpPbIM CErogHsA BCTanu Takue
UVBUNN3ALMOHHbIE BbI30BbI, KOTOPbIE YCUNMAMM OOHOW CTpaHbl (OaXe TakoW MHOrodmMcrieHHowm, kak Kutan)
npeogoneTb He NPeAoCTaBNsSEeTCH BO3MOXHbIM.

2. MnobanbHas uMdpoBU3aLUS XU3HeAeaTeNbHOCTU rpaxaaH pasBUTbIX CTpaH eCTECTBEHHO OTKpbiBaeT
ceTeBblM aAMWHUCTpaTOpaM LIMpoYaillune BO3MOXHOCTM AN KOHTPONsS Had CBOWMM MONb3oBaTensiMu.
MynbTuceTeBoe XO3SIMCTBO COBPEMEHHbLIX MEraronicoB MNO3BONSET OpraHW3oBaTb edBa N He ToTarbHoe
OTCNexXuBaHWe CBOWX XWUTenei Ha ynuue, paboTe, B AomMe, GaHKe, TOProBO-pa3sBrekaTerbHbIX KOMMIeKcax u
Apyrux obbektax. WMHTerpaums Takux ceTeld C TexXHONorMsMu GonblUMX [daHHbIX OaeT BO3MOXHOCTb
KOHLIEHTPUPOBaTh M aHanu3npoBaTb CBEAEHWA MOYTM O KaXkdOoM 4YenoBeke, MonasBlleM B MNore 3peHus
BbllleyKa3aHHOW MH(OPMAaLMOHHON MayTuHbl. [MpUMeHeHWe cpeldcTB UCKYCCTBEHHOrO MHTENnekTa ycunvBaeT
TOTanbHOCTb HabnoAeHNUs. APKUM NPUMEPOM TOMY MOXET CIY>KWUTb KUTalcKas cucTeMa couuanbHOro kpeauTa,
GnarosBy4yHoe HasBaHMe KOTOPOM (DAKTUYECKM He CKpblBaeT CYLUHOCTM peanu3yemoro ei dyHKUuMoHana,
NO3BONAILLIEr0 HanaauTb LUMPOBOE CheXeHue npakTudecku 3a Kaxabim kutenem KHP. MopoGHoe
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orpaHun4yeHune cBobof HaceneHus B HEKOTOPOVI cTeneHn onpasaaHo and KHP.

Bbi3oBbIl, C KOTOPbIMU NPUXOONTCA CTalikKmBaTbCA 3TOMY rocygapctBy, BeCbMa MacLwTabHbl. XXecTkas
reonosinTndyeckaa KOHKypeHuumd C CWA npwu rMraHTCKOM 1 A0BOJIbHO Pa3HOLWEPCTHOM HaceneHnn MoaHebecHom
BblIHY>XOAlOT MNpPaBUTENIbCTBO KHP I'IpVIGGFaTb K pagukanbHbiM cpencrteBamMm 3alnTbl CBOEro CyBepeHUTETa.
HOSTOMy KOHTPOJ1Ib Hapg HaceleHunem 6yp,eT TOTanbHbIM, 4TO, COOCTBEHHO, M obecneymBaeT cuctema
couwnarnbHOro Kpegurta.

Bpso nu ato 6ygetr cnocobcTBOBaTb TBOPYECKOMY pa3BUTMIO JIMYHOCTM, TaK Kak MoBedeH4Yeckasi
CKOBaHHOCTb B YCMOBUSIX TOTanbHOro HabnwogeHus siBHO He GnaronpuatcTByeT noneTy mbicnu. [pu Bcen
TPaaNLUMOHHOW CKITOHHOCTM KTaNLEB K MOBMHOBEHWUIO BIIACTU, Harpy3ka BblLLEYNOMSHYTON CUCTEMbI HA MCUXUKY
NNYHOCTM COXPaHSAETCs MOCTOSIHHO. JTOT MCUXONOrMYECKUA rPy3 «HEYCbINMHOro oka» OOBLEKTMBHO AaBWT Ha
Kakgoro XuTensi, nopoxaas B HEM CTpaxu U BHYTPeHHMN npoTtecT. MNoaobHble rmybunHHbIE NpOLEeCChl HEPEeaKO
HaxoOAT BbIXOA4 B PasNUYHbIX NPOSABMEHUAX arpeccum U Hurunuama. [pynnor pucka Ans TakoBbIX OEWNCTBUNA
MOXHO CUMTaTb HU3KOPENTUHIOBYLO KaTeropuio nogen. BoicTaBnaga 6annbl n kateropum rpaxgaHam, cuctema He
CTONbKO ObObeauHsieT, CKONbKO pasobliaeT kuTanues. B cnyyae obpasoBaHMs KpUTUYECKOW MacCbl U3roes
BMOJSIHE BO3MOXHblI CcouuanbHble npoTecTbl. [loaTomy cbanaHcMpoBaHHas (MO MHTEpecam JIMYHOCTU U
obllecTBa) KpuTepuanbHas OCHOBA PENTUMHIOBbLIX OLIEHOK CUCTEMblI OYeHb BaxHa, nbo nepernbbl B xoge
peanu3aumM CUCTEMbl MOTyT ODOMTUCb O4YEeHb [OPOrO0 C TOYKM 3peHust obecrnevyeHns HauuoHarbHON
6e3onacHocT. BHelHe Kaxywmicst abCoNMOTHBIM MOHOMWTOM KWTAMCKMA COLUYM MOXET B OJHo4achbe
pasneTeTbCs Ha OCKOJIKW, ecnn mMacluTabHo cpaboTaeT MexaHn3M OTHYXAEHWUS] IMYHOCTU OT rOCYyAapCTBEHHbIX
WHCTUTYTOB, NoAaBnsAlowmnx ee ceoboay, B TOM Yucre, Yepes LMdpoBOe HeYCbIMHOe HabnogeHve.

3. CerogHa TpOMMWHr MpeBpaTUCA B WHOYCTPUIO MEXroCyAapCTBEHHOro  MHEOPMaLNOHHOIO
npotmeobopctBa B cetn «WHTepHeT». [lobeanTb TPOMAMMHT MOXHO TOMbKO 3HAYMTENbHO MOBbLICUB
MHTENNeKTyanbHbIn U OyXOBHO-HPABCTBEHHbIN NOTEHUMan Hauun, obpa3oBaHHOCTb €e MOSIOA0rO MOKOSEHMS.
Ba3oBbIM NpensaTcTBMEM B NUKBMAAUMU TPOSMHIA, KaK M MHOTMX APYIMX HEraTuBOB ceTu VIHTepHeT, crnedyeT
cuynTaTb BbICOKYIO CTEMEHb €e aHOHUMHOCTU. BbaHanbHas 6nokMpoBka yxe He JaeT KenaemblXx pe3ynbTaToB B
TakOM TOHKOW MaTepuu Kak MHgopmMauuoHHoe npoTuBobopcTBo. [M03TOMy aTtakyowmum Tponnam cnegyet
NMPOTUBOMOCTaBNSATL COBPEMEHHbIV apceHan KOHTPMEpP W CPeAacTB, afanTUMpoBaHHbLIX K - crneuunduke
permoHanbHOro MeHTanuTeTa.
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Abstract

The growing role of information technology poses new challenges for the modern state, which include
attempts by foreign agents to conduct cyber espionage against government agencies, companies and citizens,
as well as the desire of the warring party to undermine important information infrastructure. The relevance of this
topic is due to the increasing activity of the People's Republic of China in the global information space, as well as
the actions of Chinese government services to ensure internal information security and the organization of cyber
attacks on the information infrastructure.

The purpose of this article is to assess the course pursued by China on ensuring information security, as
well as to identify trends in the perception of threats to national security in the information sphere among
representatives of the Chinese political elite. In this regard, the structures in the state apparatus of China that
are in charge of this area are considered. Despite the noticeable actions of the representatives of the “fifth
generation” of the leaders of the PRC in the aspect of cybersecurity, a single organization has not been formed
in the state structure that would be responsible for developing a political course in the information sphere. In
addition to the Central Military Council, the Communist Party of China and the State Council of the PRC are
engaged in this. At the same time, the structure of the departments responsible for cybersecurity in the last two
bodies copies the corresponding structure in the country's armed forces.

A special place in ensuring China's cyberspace is given to the Central Leading Group on Cybersecurity
and Informatization. The main aspects of protection against information and social threats include: The Golden
Shield, the cyber security factor, and state Internet trolling. The study considers not only the political aspect of
the issue, but also its technical part.

Keywords: China, information technology, information security, the Golden Shield, cyber security factor,
social credit, Internet trolling, destructive content.
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